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Executive Summary

The Report is EDEN D83.1 the deliverable resulting from T83.1

A literature review has been conducted and has addressed the following topics:

1 common concerns related to CBRNE incidents
1 potential societal impact

1 the relevant cultural narratives and urban myths surrounding CBRNE events and related
response strategies

1 public perception of CBRNE risk
1 public perception of surveillance systems.

All parts of society should be involved in the final three phases (preparedness, response and
recovery) of a CBRNE security cycle. If their perceptions are understood and accommodated,
members of the public will be able to play an active role.

Interviews have been conducted with SMEs, and thematic analysis has been used to extract the
following data:

1 All SMEs agreed that public authorities and first responders should cope with CBRNE
threats and incidents.

1 More and better information is available online than in other media.

1 There are significant differences between the EU and the USA in terms of their capacity to
deal with CBRNE incidents. The indisputable leader in Europe is the UK.

1 The subject that caused the most controversy was the surveillance of social media: the
main issues were effectiveness and privacy.

A survey has been carried out of opinion on CBRNE matters in Poland and the UK. Positive public

perception was found between an increase in public space surveillanceandt he publ i ¢ aut h«
improved ability to cope with CBRNE incidents. Some differences emerged between Polish and

UK opinion: the population of Poland is more in favour of the correlation than the population of the

UK. The following five recommendations were made on the basis of this analysis:

1 Public policy should reflect the desire for an increase in social safety in public spaces by
means of surveillance technologies.

1 A UK information and communication campaign needs a message related to national
authorities.

1 In contrast, a Polish information and communication campaign needs a message related
to local and regional authorities.
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1 No specific campaign should be launched regarding the most common social fears at the
level of the wider population, without further research.

1 All public messages concerning terrorist incidents must be thoroughly tested by focus
groups and laboratory experiments.

The public perception of the EDEN Toolbox of Toolboxes has been assessed. It was found that

the Tools are unlikely to give rise to public perceptions, because they are used by emergency

services personnel and have no interface to the public. The few Tools with which the public
interacts should be included in the forthcoming E
recorded.

This Report constitutes deliverable EDEN D83.1.
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LIST OF ABBREVIATIONS

Abbreviation Meaning

ARS Acute Radiation Syndrome

CBRN Chemical, Biological, Radiological and/or Nuclear

CBRNE Chemical, Biological, Radiological, Nuclear and Explosive

CCTV Closed Circuit Television

CWA Chemical Warfare Agent

Dow Description of Works

EC European Community

EDEN End-user driven DEmo for cbrNe

EPA Environmental Protection Agency (USA)

EU European Union

FBI Federal Bureau of Investigation

IED Improvised Explosive Device

IRA Irish Republican Army

LEA Law Enforcement Agency

PHE Public Health England

PIAP Przemystowy Instytut Automatyki
Institute for Automation and Measurements)

PRACTICE Preparedness and Resilience against CBRN Terrorism using
Integrated Concepts and Equipment

PTSD Post-Traumatic Stress Disorder

RDD Radiation Dispersal Devices

RGB Red, Green and Blue

SARF Social Amplification of Risk Framework

SME Small to Medium-sized Enterprise

SME Subject Matter Expert

T™I Three Mile Island

ToT Toolbox of Toolboxes

TRL Technology Readiness Level

UK United Kingdom
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Abbreviation Meaning

us United States

USA United States of America

USSR Union of Soviet Socialist Republics
WMD Weapons of Mass Destruction

WP Work Package
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1 INTRODUCTION

EDEN Task 83.1 is an analysis of the likely public perception of the implementation and impact of
EDEN Toolbox of Toolboxes (ToT), both at the level of the individual citizen and that of societal
groups [Ref 1]. The task includes inter alia analysis of:

public risk perception
common concerns and their impact
relevant cultural and societal narratives

societal and psychological resilience to CBRNE events, and

= =2 =4 A

the potential to exploit* act i ve participation” at different
cycle.

CBRNE incidents are usually highly alarming to the public, and when they occur, their
psychological impact can be considerable. The public perception of these types of incidents and
their associated response strategies is difficult to analyse, not least because they occur so
infrequently that there is little direct experience on which to draw.

This document describes the background to T83.1, the conduct of the task and the results
obtained. The principal concerns and fears of the public regarding the threat of a CBRNE incident
are described, drawing attention to the differences within European society. Against the
background of sociological theory, the document discusses the likely public perception of the
measures, techniques and tools contained in the EDEN ToT. Particular attention is paid to
understanding the public perception of security and surveillance technologies in public spaces.

This document is produced under the EC Grant Agreement 313077. It is the property of the EDEN consortium and shall not be
distributed or reproduced without the formal approval of the EDEN Steering Committee.

fiUnrestricted PUBLIC AccessT EU Proj ect o. Page 13 of 99



Status: Dratft
Document Number: EDEN/WP83/DEL/83.3
Document Name: EDEN_D83 1_Public Perception_Final (v5).docm

2 SCOPE
Task 83.1 is concerned to determine the public perception within the EU of:

1 the threats from CBRNE incidents, whether man-made or natural.
1 the existing response strategies to such incidents
1 the Tools contained in the EDEN ToT

This Report encompasses the entire scope of the Task.
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3 METHODOLOGY

3.1 Authorship

The Report was written by Dr David Usher (CBRNE) and Dr Irina Stanciugelu (CBRNE). Section 5
was contributed by Karolina Zawieska (PIAP). Some of the analysis of the survey results in
Sections 6 and 7 was carried out by Henry Womersley-Smith (PHE). The Report was quality-
assured by Dominic Kelly (CBRNE).

3.2 Data gathering
The analysis is based on information from the following sources:

1 Existing academic studies of the public perception of disasters in general, and CBRNE
events in particular, and of the response measures.
1 The Special Eurobarometer 328 on civil protection [Ref 2]

1 Project PRACTICE, which reviewed existing projects and exercise outcomes around the
public psychological and behavioural response to CBRNE events [Ref 3]

1 Existing response strategies
1 Interviews with Subject Matter Experts (SMES)

1 Opinion surveys to establish the EU public perception of relevant security and surveillance
techniques and technologies in key public spaces (airports, metro stations, and so forth),
and

1 Functional descriptions of the EDEN Tools, as contained in the EDEN DoW.

33 Links with other activities in EDEN
The task has benefitted from the research carried out in:

1 WP81 (Ethical issues)
1 T83.3 (Vulnerable Groups), and
{ T83.2 (EDEN Communication Kit).

In turn, the information gathered will inform the dissemination work packages in EDEN which
provide guidelines for increasing the resilience of the population to CBRNE attacks [Ref 4].
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4 LITERATURE REVIEW

This Section presents a literature review of the research carried out to date on the public
perception of CBRNE response strategies and the public perception of surveillance oriented
security technologies.

This Section addresses the following:

common concerns (which are crucial in creating the perception of the CBRNE event),
potential societal impact

the relevant cultural narratives and urban myths surrounding CBRNE events and related
response strategies.

public perception of CBRNE risk
public perception of surveillance systems

4.1 CBRNE incidents T characteristics and common concerns

Given the differences between the agents covered by the term CBRNE, it is unsurprising that there
is limited research that focuses on CBRNE incidents as a specific disaster type. However, a much
larger general literature exists on a wide variety of major disasters. This includes disasters caused
by specific agents that come under the CBRNE umbrella (technological disasters), or by
overlapping phenomena (such as terrorism), as well as major non-CBRNE incidents, such as
natural disasters.

Technological or man-made disasters (complex emergencies/conflicts, famine, displaced
populations, industrial accidents and transport accidents) are events that are caused by
humans and occur in or near human settlements [Ref 5]. They can be the result of failures of
technological systems that control the infrastructure, accidental or deliberate spillages of
substances, badly designed storage areas or leakage from such areas [Ref 6].

Some researchers distinguish technological disasters from natural ones by the ability to identify
those responsible for the former.

Terrorism is distinguished from other natural and human-made disasters by the characteristics of
extensive fear, unpredictability and pervasive experience of loss of safety. The psychological
impact of events is of the most importance in terrorist acts as, in many instances, the primary
targets are civilian. Thus, the threat as much as the occurrence of terrorism provokes fear and
anxiety [Ref 7].

The effects of different CBRNE-type incidents have been differentiated from the effects of other

disasters by the German Federal Agency for Technical Relief [Ref 8]. The difficulty of perceiving

damaging substances, of defining them quickly and correctly and of specifying their short- and

long-term impact, is characteristic of CBRNE incidents. Special equipment and time are necessary

to trace and define the substances. Assessment of their damage potential is not always possible.
Itisdifficul t t o protect oneself against an “invisible
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directly affected (the injured, relatives and witnesses) as well as the population in general (but also
emergency response personnel and management staff) could experience fear, uncertainty,
helplessness and loss of control when confronted with CBRNE incidents.

Alexander & Klein [Ref 9] have highlighted the advantages of using CBRNE agents to terrorist

activities. Most agents are not identifiable through normal sensory experiences (thereby triggering

primitive fears of unknown and undetectable forces); their effects may be delayed and

unpredictable; antidotes are likely to be in limited supply, and thereisnoc | ear |l 'y del i neat e
point” from whi veh CBRNE agents sharé d plotentiahtg foster widespread

anxiety and uncertainty both among victims and the authorities.

Despite the various distinctions that can be drawn between CBRNE incidents (technological and
terrorist) and other disasters, there are nevertheless many features that are common to both. A
2003 summit on bioterrorism suggested that there are likely to be more similarities between
bioterrorism and other disasters than differences [Ref 10]. The social constructivist view of
disaster research focuses less on determining the unique characteristics of specific types of
incident, but more on how different social groups assign meanings to their disaster experiences
[Ref 11].

One of the common characteristics of disasters and major events is their potential to affect many
persons through a multitude of stressor factors that includes [Ref 12]:

threat to life and physical integrity

exposure to dying people and corpses

bereavement

profound loss

social, employment, school and community disruption, and
continuing hardship.

The factors that influence the public perception and social impact of disasters [Ref 13] result from
interactions between:

the direct impact of the disaster or major incident. For example, destruction and death

the consequences of the response. For example, economic loss, disruption, etc

the impact of subsequent preparedness or counter-terrorism strategies. For example,
behavioural and social ramifications of new security procedures

people’s personal and castrexperiances gnd iedilienceu mst ances

the health effects on people who are involved directly or indirectly or who carry the burden
of worry and care for survivors.
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4.2 CBRN agents 1 specific stressor factors
4.2.1 Chemical ag ents

Five types of Chemical Warfare Agents [Ref 14] (CWAs) are of most concern: Lung-damaging or
pulmonary agents, cyanides, vesicants, nerve agents, and incapacitating agents. Riot-control
agents such as tear gas are also chemical agents, but are not considered CWA. Pulmonary
agents, such as phosgene and chlorine, are non-persistent gases that produce local pulmonary
effects — adult respiratory distress syndrome and pulmonary edema. These agents are toxic
industrial chemicals, which are possible terrorist weapons. Cyanides are also non-persistent
gases that can quickly poison the cellular metabolism. High exposures cause seizures, and both
respiratory and cardiac arrest.

Nerve agents (tabun, sarin, soman and VX) are the most potent CWA. They were invented in
Germany during World War I, but not used until the Iran—Iraq war in the 1980s. They were also
used by Iraq against the Kurdish minority and by a Japanese terrorist cult in the 1990s. Nerve
agents can cause death in minutes. Signs and symptoms vary somewhat after small exposures of
vapour or liquid on skin, but large exposures of vapour or liquids result in sudden loss of
consciousness, convulsions, apnea, flaccid paralysis, and secretions.

Tokyo sarin attack 1994

Sarin, a nerve agent, was used by a terrorist cult in both Matsumoto City in 1994 and in the Tokyo
subway in 1995. Over 5,500 people visited 280 medical facilities following the release of sarin in the
Tokyo subway [Ref 15]. Of these, 1,046 were admitted to the hospital, 20 were treated in intensive
care units, and 12 died (10 in the first 48 hours). No extensive mass panic was reported — victims
waited in silence both at the subway station and at hospitals. The perplexing silence may have been
a sign of psychic numbness. Most admitted patients were hospitalized for a few days. Some
reported sleep disturbances, nightmares, and anxiety. Whether these were due to acute stress
disorder or to the nerve agent exposure is not known. One study using a post-traumatic symptom
scale one month after the event found that hospitalized patients reported fears when approaching
the subway (20%), depressed feelings (18%), difficulty sleeping (16%), physical tension (13%), and
emotional lability and irritability (7—9%).

A long-term study of sarinpatent s who had been hospitalized at St.
somatic and psychological symptoms continued for 5 years after the incident [Ref 16]. PTSD was
diagnosed in approximately 2—3% and partial PTSD in approximately 7—8%. There was a high rate
of reporting of medically unexplained physical symptoms: eye symptoms, fatigue, muscle stiffness,
and headache were all reported by more than 10% of the study population.

The Federal Office of Civil Protection and Disaster Assistance Guidance identify the typical stress
factors influencing the public perception during chemical incidents [Ref 17]:

Many chemical hazardous substances are noticeable (e.g. visible gas cloud, biting smell,
skin irritations, breathing problems). That is why emergency services normally perceive
chemical incidents as less threatening than radiological or biological incidents
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Because of the variety of possible chemical substances, the identification of a hazardous
substance or mix of hazardous substances can be difficult and time consuming

However, often only after exact identification and quantitative determination, does it
become clear whether the contact with the released substance has had a damaging
effect. This situation can fill those directly affected (and the emergency services) with
uncertainty and worries about their health — especially while they are waiting for the test
results

If the genetic material is changed by the substances, subsequent generations can be
affected

If the substances are carcinogenic, it is difficult to assess the individual risk of contracting
cancer.

4.2.2 Biological agents

Kortepeter, Cieslak and Eitzen [Ref 18] place the potential biological agents into different
categories of concern. Category A agents are of the highest concern because of lethality, public
fear, and public health requirements, including the organisms responsible for anthrax, smallpox,
plague, tularaemia, viral haemorrhagic fevers (e.g., Ebola, Marburg, and Lassa Fever) and botulin
toxin. Typically, biological agents initially manifest with non-specific, flu-like symptoms that can
make early diagnosis problematic.

Bacterial agents can be treated with antibiotics, but antidotes to the viral agents and toxins are not
available: supportive care is the only option for treatment. Some biological agents are contagious,
meaning that they can be transmitted from person-to-person. Smallpox and pneumonic plague are
both contagious through respiratory droplets, while viral haemorrhagic fevers can be transmitted by
contact with blood or other body secretions. Licensed vaccines are available for smallpox and
anthrax.

USA anthrax letters 2001

In the autumn of 2001, envelopes containing anthrax spores were sent via the U.S. Postal Services
to several sites, including Capitol Hill in Washington DC [Ref 19]. An epidemiologic investigation
resulted in 625 at risk people being identified who required prolonged chemoprophylaxis. The
envelopes were posted to congressional officials and media personnel. 22 people became ill as a
result of the anthrax, 11 with the cutaneous form of the disease and 11 with the inhalational form. 5
people died, all from the inhalational form of the disease. Although the FBI confirmed that only four
envelopes containing anthrax spores existed, the Environmental Protection Agency (EPA) found that
over 60 sites had been contaminated with anthrax spores. Although there were only 22 cases of
anthrax, many more people visited their emergency department concerned about the possibility of
being infected. One study examining the change in New Jersey emergency department visits before
and after the incident reported that 508 visits were related to a concern for anthrax. There was a
reported increase in antibiotics prescribed by physicians following the incident. However, an
interview study with Capitol Hill workers revealed that only 26.2% of those prescribed antibiotics took
the medication flawlessly (without missing a dose) and over half reported stopping their course
prematurely
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The typical stress factors during biological incidents are [Ref 20]:

As a rule, the biological agents are not perceivable

Clear verification is only possible in a specialised laboratory. The process can take
several hours or up to several days

Sometimes, biological agents lead to symptoms of illness only after hours or even days
(incubation period). During this period, it can happen that contractible pathogens are
spread unnoticed

If the disease is infectious, the contacts of ill people must be medically registered,
supervised and, if necessary, medically treated during and after the incubation period

The treatment may involve limitation of personal freedom. It is necessary to prepare the
individuals and the population for such restrictions (e.g. isolation or quarantine).

4.2.3 Radiological and Nuclear

Radiological and nuclear agents, if used as weapons, can cause death and injury by three
mechanisms: blast, thermal and radiation effects [Ref 21]. Blast and thermal effects are the most
prevalent causes, but radiation is the most feared effect. Radiological weapons are often referred
to as ‘dirty bombs’ or radiation dispersal device
source and an explosive. Another type of RDD would be an attack on a nuclear reactor resulting in
a release of radiological material into the environment. Acute radiation syndrome (ARS) occurs
following exposure to high doses of ionizing radiation. ARS is actually a combination of different
clinical syndromes: hematopoietic, gastrointestinal, and a combination of cardiovascular and
central nervous system effects. The higher the radiation dose, the shorter the asymptomatic
period, and the more intense the initial symptoms. The initial symptoms are non-specific — hausea,
vomiting, fatigue, headache and weakness. Radiation is also notorious for causing cancer,
perhaps the most feared effect.

USA Three Mile Island accident 1979; USSR Chernobyl 1986

The Three Mile Island (TMI) accident in 1979 [Ref 22] demonstrated the importance of psychological

ef fects. According to the President’s Commission v
documented was mental distress [Ref 23]. There were no cases of ARS: the estimated doses for

people living within 10 miles of TMI were approximately the dose of an average chest x-ray and

much lower than the annual background radiation dose. Populations exhibiting the most distress

were TMI workers, families with pre-school-age children, and those living within 5 miles of TMI.

Studies of TMI workers reported no long-term effects, only short-term acute effects. TMI personnel

reported nausea, stomach troubles, headaches, diarrhoea, sleep disturbances and loss of appetite in

greater frequency than control group personnel. (These symptoms are also common in the ARS

prodrome, but TMI personnel were not exposed to such doses.)

Unlike TMI workers, TMI residents, compared to controls, displayed a significant amount of stress on
several measures (performance, self-report measures of anxiety, depression and somatic
complaints, physiological measures of urinary norepinephrine, epinephrine, and cortisol, disturbed
sleep, and changes in immune system parameters) for up to six years after the accident. The TMI
symptoms were not the result of exposure to radiation but to perceived radiation threat. Therefore,
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TMI demonstrates that fear of exposure to WMD can cause significant distress and stress symptoms
which can mimic some of the symptoms of actual radiation exposure.

Unlike the TMI accident, the Chernobyl accident in 1986 did release significant amounts of radiation.
Approximately 135,000 people were evacuated from a 30 km zone in the first two weeks after the
accident. Most of these people had to be permanently relocated. In addition, an estimated 600,000
liquidators (i.e., workers involved in the emergency actions on site during the accident and the
subsequent clean-up operations) [Ref 24]. Acute health effects did occur to liquidators involved in
the initial emergency response, including 31 deaths and 140 cases of ARS and other radiation-
related acute health effects. An important health effect was widespread psychological distress.

The typical stress factors in radiological/nuclear incidents are [Ref 25]:

Radioactivity or ionising radiation cannot be noticed and is perceived as hardly
controllable; however, it is possible to quickly and accurately measure radiation by using
special equipment

To some extent, it is possible to assess the radiation exposure via the radiation dose.
However, even when the radiation dose is low, long-term damage cannot definitely be
excluded. Atthe same time, natural radioactivity is always present

Children and pregnant women are particularly at risk of sustaining lasting damage to their
health

Damage caused by radiation exposure can be delayed (by years or even decades)
The following generations can be affected
It is difficult to assess the individual middle and long-term risk of disease caused by
radiation (e.g. later health restrictions, cancer or hereditary defects).

4.3 CBRNE incidents - psychological effects

David Alexander considers typical individual reactions after a number of traumatic events to be
shaped by three groups of factors [Ref 26]:

“pteauma” factors, e. g. personality (introver
and the elderly are at greater risk), and gender (women of childbearing age are also at
more risk)

“ p drria u imeadh extreme acute reaction (including dissociation) and a feeling of being
trapped

“ potsrtau ma” thhtexet their effects after the trauma. This includes the
availability of support, concurrent life stressors and the reactions of others. Holloway [Ref
27] and colleagues also suggest that in relation to CBRNE agents important determinates
of outcome are, for example, their incubation period and their toxicity.

Normal individual reactions include the following:

emotional shock, numbness, denial (in the acute phase)

fear, anxiety (but not panic; see below)
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guilt (either at surviving or at believing on
helplessness, hopelessness

anger (may be displaced anger and directed unfairly at the authorities and even rescuers
and caregiver s; may give rise to “scapegoatin

cognitive dissociation, confusion

intrusive thoughts, images, memories
hyper-vigilance (i.e. an exaggerated sense of risk)
impaired memory and concentration

social withdrawal

irritability (very destructive in family relationships)
loss of trust in others

avoidance behaviour (of reminders of the trauma)
insomnia

loss of appetite.

Individual responses to a perceived threat also have the ability to impact and sometimes threaten

the security of entire systems, such as healthcare [Ref 28]. For example, if the government fails to
communicate effectively during a crisis situation, public perceptions of risk and the resulting public

reaction can put a strain on already limited resources. This was illustrated by the radioactive

incident in Goiania, Brazil (1987), where members of the public reported symptoms similar to

radiation exposure, including vomiting and diarrhoea, blisters, burns, and reddened skin. Many of

these symptoms were stress-induced with more than 112,000 people seeking out examination,

when in reality the radiation resulted in only four deaths and 260 people showing some sign of

contamination. Likewise, the anthrax attackinthe USi mpact ed soci ety on a num
addition to injuries and killing victims, the anthrax attack also forced the desertion of commercial

and public buildings, disrupted the distribution of mail, occasioned social conflict, and evoked

considerable fear and concern despite the fact that these attacks produced fewer casualties than

car accidents [in the same period oftime]and pr obably no grea2%r economi

EDEN D83.2 [Ref 30] provides practical and theoretical guidance to support communication
professionals in the various phases of the crisis management cycle.

4.4 Relevant cultural narratives and urban myths related to CBRNE incidents: myth of
panic and social altruism

Fromadisast er management point of view, <citizens’ re
down into the alarm stage, the acute stage (actual response aimed at rescue, medical aid, shelter

etc.) and the recovery or rebuilding stage [Ref 31]. When coping with acute disasters such as

earthquakes, storms, terrorist attacks, citizens react quickly, intuitively and generally adequately.

This denies the idea held by some emergency managers that people respond to disaster in a
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socially disorganised and even personally disoriented manner. This is what disaster researchers
have described as a disaster mythology. Helsloot and Ruitenberg [Ref 32] consider for analysis
three well known myths:

1) citizens panic in a disaster
2) citizens are helpless and dependent, and
3) looting occurs during and after a disaster.

Fischer [Ref 33] pointed out that disaster mythology also includes a belief in looting, contagious
spread of deviant selfish behaviour and the necessity of martial law, psychological dependency
and disaster shock. Shelters are seen as overused and evacuations are seen as likely to
contribute to panic flight. Disaster and social scientific studies have repeatedly shown that none of
these responses represents the reaction of the majority of disaster victims. People tend to act in
what they believe is their best interest, given their limited understanding of the situation [Ref 34].

4.4.1 The myth of panic
The emergence of the myth of panic is explained by Perry and Lindell [Ref 35] by two mechanisms:

1. first, when victi ms describe their own reacti
r e a c t Researth. shows that actual behaviour does show an acute rea
was startled and frightened by t hfedlonedihovkeeer hangi
by rational and often al tyraod rantoutside, gust before (the | gr a
house caved in”")

2. second, researchers, journalists and onlookers wrongfully interpret the actions of victims
who were unsuccessful. It should also be remembered that no scientific consensus exists
about the use anéview,eonmimg from aaiyi use’ of the word, equates panic
to an extreme and unfounded fear. Another sees panic as a manifestation of flight
behaviour, in which the usual social norms are openly abandoned. Quarantelli [Ref 36]
points out that in both views are two central themes:

A panic behaviour is irrational. This view has been heavily criticized, especially by
researchers who have investigated the behaviour of people in disaster and fire situations.
These researchers conclude that behaviour in such situations is in fact very meaningful
and far from irrational — from the viewpoint of the people affected.

A panic behaviour is contagious. People supposedly mimic panic behaviour very quickly.
Again, empirical research shows this to be incorrect. If panic occurs in exceptional cases,
this panic, whatever kind, is mimicked by only a very few.

Thus, panic reactions are very rare, but they do occur. Four conditions that can cause panic are
observed [Ref 37]:

The perception of immediate and serious danger

The perception of the availability of only a few escape routes

The perception that the escape routes are closing, making immediate escape necessary
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The lack of communication about the situation.

Specifically related to CBRNE, it has also been suggested that an incident would involve a number
of elements that could be conducive to overwhelming anxiety and subsequent panic [Ref 38].
These include the novelty of the agent, uncertainty about who is at risk, and the perception of a
short interval in which escape could prevent contamination or infection. Another element could be
the deployment and high visibility of a number of personnel in chemical-biological protective
clothing [Ref 39].

The reports in the disaster literature suggest that panic is very rare. Historical research into natural

and technological disasters, and analyses of behaviour on September 11" 2001, as well as the

1993 bombing of the World Trade Center, suggest that effective and adaptive collective action and

coping mechanisms generally occur [Ref 40]. It has also been suggested that what is sometimes
described as panic is in fact people acting rationally, but doing what the authorittes don’'t want
expect them to do, or perhaps not doing what the authorities do want or expect them to do. For

example, the tendency for many more individuals to attend health services than are actually

infected could be seen as panic, but in fact is simply a rational response to possible infection.

This perspective on panic is crucial because the assumption that people panic or become irrational
following an incident can have negative consequences. Authorities may provide inaccurate
information or unfounded reassurances motivated by a wish to calm the public, and may miss
opportunities to capitalise on the resourcefulness of public. Most citizens respond constructively to
environmental threats by bringing as much information and as many resources as they can to bear
on the problem of how to cope with an incident [Ref 41].

This suggests that a primary concern of the authorities should be to fill the information vacuum
before rumours, myths and misinformation can take their course. Rapid, clear, and repeated facts
and data need to be at hand, presented by trusted sources and appropriate to relevant
communities.

4.4.2 The immediate social response: situational altruism

Behaviour in the disaster response period is generally pro-social as well as rational. Following
impact, uninjured victims are often the first to search for survivors, care for those who are injured,
and assist others in protecting property from further damage. Fisher underlines that antisocial
behaviour such as looting or price gouging is rare and, in the cases it does occur, it is done by lone
individuals from outside the community [Ref 42]. Quarantelli discredited the myth of looting in 1969
[Ref 43] and, since then, he has stated on the basis of empirical research that it almost never takes
places at times of disaster. In a case study relating to mass media impact on perpetuating the
disaster mythology no verified instance of panic, looting, or disaster shock has been found [Ref
44]. A few out-of-town citizens, not merchants, did converge on Galveston to sell truckloads of
plywood at inflated prices (300% above normal). There were two arrests for such activities in
Galveston. The fact that broadcast media mistakenly reported that it was local merchants
perpetuated the myth; the local print media accurately reported the story. There were no verified
instances of price gouging by local merchants or local citizens generally. Fisher argues that this
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kind of behaviour could be explained by assuming that the norms, which we tend to follow during
normal times, hold during emergencies. Moreover, duringane mer gency ‘'t he best wi
usually exhibited as we become more altruistic [Ref 45].

Disasters often produce a shift in values and norms that results in socially integrative responses.
Authors point out that disasters cause a nearly complete termination of socialising and social
participation (e.g., clubs), activities, and nonessential activities associated with production-
distribution-consumption (e.g., luxury goods) and social control problems (e.g., minor traffic
offences, domestic disputes). At the same time, there is usually an increase in mutual support
functions among victims and others in stricken communities. Those phenomena characterise what
Dynes named ‘ si t[Reb4b]i Tous,atleastih theimmediate’ post impact period, it
has been observed that disasters have integrative effects upon the community and support the
cohesion among victims, as well as between victims and citizens in unaffected areas of
community.

Lindell and Perry [Ref 47] argue that this pro-social kind of response has two main aspects. The
first relates to the convergence behaviour that takes place when a stricken community becomes
the focus of an aid-giving effort on the part of surrounding communities and individuals, larger
political entities and private organisations. Victims interpret the presence of such help as evidence
that the consequences of the disaster are not totally overwhelming and catastrophe is something
than can be overcome. A second aspect can be seen as dealing with a more general sympathetic
behaviour on the part of non-victims, such as volunteering direct help to victims in the form of
clothing, food and lodging.

Many authors argue, bearing in mind the considerable literature on these issues, that particularly in
western societies, such healing behaviour directed at (and among) victims can be a normative
response. It is important to point out in this context that all authors cited underline an important
caveat of disaster mythology research: the vast majority of studies emanates from the USA and
western European countries and therefore may be culturally biased.

Also, only limited evidence exists on these characteristics in the event of a CBRNE incident (e.g.
the Tokyo Sarin attack), so conclusions about reactions to such an incident must be tentative.
However, it is suggested that similar reactions would occur, at least to some extent, but the
consequences may be different. For example, some altruistic behaviour, such as convergence,
could result in further victims due to wider exposure to a CBRNE agent [Ref 48].

To conclude this Section, i f situational altruism’ 1id8g8othe nor
people still believe in the disaster mythology? Fisher [Ref 49] advances an hypothesis based on a

symbolic interaction perspective, arguing that the primary source of disaster information for all of

us is the mass media. If this is the case, it stands to reason that accuracy of our perception is

dependent upon the media. Many people assume that mass-media representatives know what is

real as they are on the scene reporting the news.
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4.4.3 The long term social response: community recovery

The literature suggests that in contrast to the immediate social response, the long term community
response to disaster may be more negative, characterised by community conflicts, stigmatisation
of the affected area, and mistrust of authorities, which constrain community recovery [Ref 50].
Community recovery presents a long-term challenge however, and successful outcomes can be
influenced by the interventions, actions and communications of authorities.

One 1988 report [Ref 51] offers a theoretical framework of community response to disaster that
integrates many of the observations and themes noted above. It argues that community response
and recovery passes through three phases. First is the initial impact phase when traditional
relationships are replaced by emergency disaster behaviour, which they describe as a de-bonding
process, but may be better understood as a situation-specific temporary redefinition of social
bonds. The second phase of community response is marked socially and psychologically by a
massive drive to reassert community bonds. This accompanies search, rescue and clean-up
activities and is characterised by the intense camaraderie and shared experiences noted above.
This phase may only last a few hours or days. It is followed by the recovery phase, marked by the
turmoil, conflict and differentiation noted above as the previous complex community system of
networks, groups and boundaries reasserts itself.

The framework is not only useful for conceptually organising the varied community responses
observed, but also for highlighting the areas of community recovery that can be proactively
managed. Some strategies relevant to managing the social and psychological recovery of the
community are [Ref 52]:

to reduce the sense of isolation of the community through the provision of resources,
personnel and information;
to re-establish the community's sense of control, helping the community to help itself;

to support the formation of groups and networks that help to promote a sense of identity
and dispel interpersonal conflicts; and

to establish ceremonial and symbolic events that place the disaster in community history
[Ref 53].

4.5 Public perception of CBRN incidents
45.1 Risk and risk perception : psychometric paradigm

In an analysis of risk evaluation and risk management, Klinke and Renn [Ref 54] defined risk as
the possibility that human action and events lead to consequences that harm aspects of things that
human beings value.

People do not categorise all risks as the same: they underestimate or overestimate the risk

according to their perception or understanding of the impact of the risk on their own lives. In

situations such as an infrequent but severe hazard, the decision-making process is made harder

by the complexity ofthevar i abl es that influence an individual
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Slovic [Ref 55] introduces three different foundations upon which risk appraisal can be based:

scientific analysis. This is normally associated with expert risk assessment involving
guantitative measurements and analysis

normative conflicts. These form the basis for different policies related to risk. One
example is the use of the precautionary principle in health risk regulation. The
precautionary principle restricts the use of certain products or processes in the absence of
scientific evidence [Ref 56]

intuitive and rapid reactions to threats. It is argued that members of the public form their

risk judgements rapidly and automatically based on the feelings created in response to the

risk [Ref57]. Of t en referred itimpliasgthat'a ménbdr of thepubblie el i ngs
appraises risk, sometimes consciously, sometimes unconsciously, in a binary way, either

as good or bad [Ref 58]. This allows rapid assessment in a complex environment with

multiple risks.

Another important distinction made by Fishhoff [Ref 59] and Slovic [Ref 60] links two key event
characteristics that impact risk perceptions and behaviours: the degree of dread associated with a
riskandthe publ i ¢’ s fwithmairiski(tlee pdydhgmetric paradigm). The so-called dread risk
factor includes characteristics such as calm—dread, voluntary—involuntary, controllable—
uncontrollable, and catastrophic-not catastrophic. The unknown risk factor includes characteristics
such as known—unknown to the individual, known—unknown to science, and new-old.

1. Lower familiarity/lower dread (examples: rare agricultural diseases such as foot-and-
mouth disease; oil terminal explosion); the public perceives such risks as rare and unlikely
to be life threatening or cause serious injuries.

2. Lower familiarity/higher dread (examples: CBRN terrorism; nuclear power plant
accidents); International risks like terrorism are a particularly complex hazard for individuals
and the public to interpret, respond to, and prepare for as they involve the intentions of
other people, and those are often hard to understand [Ref 61].

3. Higher familiarity/lower dread (examples: natural disasters such as earthquakes,
tornados, and floods); the public have a general understanding of the risk characteristics
through either personal experience or media coverage. The effects of these risks are more
observable, easier to understand, and shorter term. However, these risks contain dread
attributes of being involuntary and having the potential to cause fatalities.

4. Higher familiarity/higher dread (examples: IED terrorist attack; pandemic flu); higher
familiarity/higher dread risk events are life threatening, less observable, and lack warning,
but the public may have a greater understanding and ability to comprehend them once they
occur [Ref 62]. Compared with CBRN hazards such as anthrax, non-CBRN devices like
IEDs cause less fear as their effects are not delayed and their characteristics are easier to
understand by the public, making them more familiar. Higher dread risk events have many
secondary effects (also referred to as ripple effects) that extend beyond the immediate
direct damage to encompass many other victims.
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CBRN threats resonate with many characteristics that trigger negative associations and lead to
strong adverse impacts on p e o p mentalsand physical health outcomes and behavioural
responses’. For instance, Hyams and colleagues [Ref 63] note that exposure to CBRN is
involuntary; that CBRN risk is man-made and implies unfamiliar threats with unknown health
effects; the effects of CBRN events may also affect children and future generations — all of which
increase public fear and anxiety. CBRN is perceived as particularly threatening because the
events can harm large numbers of ordinary citizens in places considered safe, such as workplaces
or residential neighbourhoods. The type of health effects (while often being unknown) are also
dreaded because CBRN agents can cause death and injury in strange and prolonged ways. In
general, as Fullerton and colleagues argue, terrorism can be distinguished from other risks by the
“characteristic extensive fear, |l oss of confidenc
experience of a loss of sa f e [Ref 64.]

4.5.2  Cultural theory of risk perception

Despite its successful results, the psychometric perspective neglects the social and cultural
influences on risk perception [Ref 65], as it cannot explain differences in levels of risk perception
among social and ethnic groups. A cultural theory was introduced by Douglas and Wildavsky [Ref
66] and Dake [Ref 67] to discuss the impact of values and cultural settings on the perception of
risks. Douglas and Wildavsky state that individuals are embedded in a social structure that shapes
their values, attitudes and worldviews. In this way, socialised cognitive patterns work like filters in
the evaluation of information about risks. According to this perspective, the most important
predictors for selecting what people fear or do not fear are the socially shared worldviews — so-
called cultural biases that determine individual perceptions.

To identify different types of cultures Douglas and Wildavsky developed the so-called grid/group
typology, which suggests four prototypical patterns: egalitarians, individualists, hierarchists and
fatalists. Each consists of a characteristic behavioural pattern (social relations and actions),
accompanied by a justificatory cultural bias (attitudes and values). These types of people will
choose to be concerned with different types of hazards [Ref 68]:

Egalitarians are assumed to oppose risks that will inflict irreversible dangers on many
people or on future generations as technology and the environment. They distrust risks
that are forced on them by the decisions of a small elite of experts or governmental
authorities

Individualists perceive risk as opportunity; new technologies, for example, are viewed
more as possibilities and less as dangers. They fear risks that could limit their freedom as
war and threats to the market

Hierarchists are assumed to accept risks as long as decisions about those risks are
justified by governmental authorities or experts. They fear risks that threaten the social
order

! The research described in this paragraph does not relate to explosive hazards
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Fatalists try not to know and not to worry about things that they believe they can do
nothing about.

The cultural theory of risk perception was criticized by Sjoberg [Ref 69] as being unable to explain
more than 5-10% of the variance of the perceived risk. He proposed the Basic Risk Perception
Model (BRPM) in which attitude, risk sensitivity and specific fear are used as explanatory variables
which seems to explain 30-40% of the variance of the perceived risk. He introduced the risk
sensitivity index with which risk attitude can be measured. Also, he supported the idea that any
hazard elicits thoughts about a specific fear arousing element. For example, nuclear fear is
associated with specific fear of the radiation.

4.5.3 The social amplification of risk framework

The social amplification of risk framework (SARF) was developed in the late 1980s by Kasperson
[Ref 70] as response to the emergence of multiple perspectives in the growing risk literature. The
framework is an attempt to overcome the fragmented nature of risk perception and risk

communication research by developing an integrative theoretical framework. The framework also
serves to describe the various dynamic social processes underlying risk perception and response.

Researchers focus on those processes by which certain hazards and events that experts assess
as low risk can become a particular concern and cause socio-political activity within a society (risk
amplification), while other hazards that experts judge more serious receive comparatively less
attention from society (risk attenuation). Examples of significant hazards subject to social
attenuation of risk perception include automobile accidents or smoking. On the other hand, social
amplification of risk perception appears to have been one result of events such as the Bhopal
accident or Chernobyl as well as the recent concerns of the genetically modified food in Europe, or
the H1N1 flu virus.

In the context of SARF communication, process is a key element, and risk and risk events become
portrayed through various risk signals (images, signs and symbols) which in turn interact with a
wide range of psychological, social, institutional or cultural processes in ways that intensify or
attenuate perceptions of risk and its manageability [Ref 71].

Signals arise through direct personal experience with a risk object or through the receipt of
information about the risk object [Ref 72]. These signals are processed by social, as well as
i ndividual , amg) buchfas theddlawimgi[Ref 78]t at i on

the scientist who conducts and communicates the technical assessment of risk

the risk management institution

the news media

activist social organizations

opinion leaders within social groups

personal networks of peer and reference groups

public agencies.
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There are soci al stations’ that are active in pr
interpreting their social meaning. The actions of these social stations may either dampen the flow
of signals, as in risk attenuation, or amplify them as in risk amplification.

Social amplifications of risk will spawn behavioural responses, which, in turn, will result in
secondary impacts. Secondary impacts include such effects as the following [Ref 74]:

enduring mental perception, images and attitudes (anti-technology attitudes, alienation
from the physical environment, social apathy, stigmatization of an environment or risk
manager)

local impacts on business sales, residential property values and economic activity
political and social pressure (political demands, changes in political climate and culture)

changes in the physical nature of risk (feedback mechanisms that enlarge or lower the
risk)

changes in training, education or required qualifications of operating and emergency
response personnel

social disorder (protesting, rioting, sabotage, terrorism)
changes in risk monitoring and regulation

increased liability and insurance costs; repercussions on other technologies (lower level of
public acceptance) and on social institutions (erosion of public trust).

Secondary impacts are perceived by social groups and individuals and another stage of

amplification may occur to produce third order impactsthatmay spread, or ‘rippl e’
distant locations and future generations. This will not only disseminate social and political impacts

but also trigger (in risk amplification) or hinder (in risk attenuation) positive changes for risk

reduction.

However, there are two important caveats to focus exclusively on risk perception as a factor to
explain emotional, cognitive and behavioural responses to CBRN threats [Ref 75]. First, risk
perception factors have been found to lack explanatory power in quantitative empirical studies.
Second, risk perceptions are shaped by the particular empirical context. They can depend on the
levels of public trust in institutions, factors influencing associated mental models (e.g. safety record
of industry, history of incidents in a specific country/region), but also on ethnic and social factors.

4.6 Public perception of r esponse to CBRN incidents

The social impact of the CBRN incidents has been well described in one of the most recent
literature reviews of the research field [Ref 76]. The authors underline that even if the actual
physical impact of CBRN events is limited, the psychosocial dynamics of the perceptions, beliefs,
knowledge and experiences of individuals can produce more significant adverse consequences,
including overburdened health systems and a crisis of confidence in policy-makers. The authors
identify four sets of factors that influence how the public perceives the efficacy of response to
CBRN incidents and thus the vulnerability and resilience of communities:
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the public perception of the threat (risk perception)?
the public perception of the responders (trust in authorities)

the individual s’ perception of their ®wn resp
efficacy of response measures

the quality of the risk communication
Some of these factors are presented in the subsections bellow.
4.6.1 Resilience

Resilience is a measure of the capacity to recover. Thisreflects" a si tuati on..whet her
affected can prevent and resist the damage and whether, if the damage does occur, they can

recover successfully" [Ref 77]. Vulnerability and resilience may be regarded as opposite sides of

the same coin [Ref 78].

Research into resilience [Ref 79] in the context of CBRNE has shown that two interacting factors

are very important in how people respond to disasters and majorincid e nt s . First, is p
to form relationships with others and accept their support. The second factor concerns the amount

of psychosocial support families and communities offer. People who are able to form attachments

well and who are offered support are less likely to develop post-traumatic mental disorders than

people who have difficulty in accepting support or who are not offered it.

Poverty and social disadvantage also have major effects on collective, community and personal
resilience. Definitions of poverty include economic deprivation (lack of income). This does not
take account of the variety of social, cultural and political aspects of deprivation and social
disadvantage that are often associated with poverty; we have to consider that disadvantage and
poverty are overlapping but also distinct risk factors that must be accounted for.

4.6.2 Trust

When the public has little knowledge about the risk at hand, trust plays an important part in public
perceptions of the severity of that risk [Ref 80]. For many of the terrorism and bioterrorism threats,
public knowledge is low [Ref 81], making trust even more important than in situations where there
is a basic understanding of threats and mitigating actions. Hence, maintaining and nurturing trust
in government agencies is a concern in communicating emergency risk to the public. Guidelines
for crisis communication advocate that it should be truthful, honest, frank, and open to ensure
effective outcomes [Ref 82]. Trust plays a central role in decision-making processes and
compliance is rated highly among message recipients, as individuals are more likely to follow
instructions given by someone they trust [Ref 83].

46.3 Mass-Media

CBRNE incidents cause a lot of media coverage. A certainty in the wake of a major attack will be
the extensive and rapid deployment of media personnel. An equally well-founded observation is
that the media have a symbiotic relationship with terrorists [Ref 84]. Dramatic terrorist events raise

2 .
As discussed above
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viewing and sales figures; at the same time, the media provide an opportunity for terrorists to
publicise their cause and provide a “justificatio
affected by the news.

Media news includes a neutral factual report as well as contributions that promote the incident as a
major disaster. In the case of CBRNE incidents, the media focus on the dangerous agent—“ t h e
i nvi si bl[Ref88]r antthé feelings of uncertainty and fear are increased by rapid public
dissemination (though special programmes, internet forums etc.) and the numerous contradicting
expert opinions.

4.6.4 Risk and crisis (emergency) communication

Communicating with the public is particularly important in pursuit of greater preparedness and

resilience of members of the public in the event of a CBRN incident [Ref 86]. Such events

normally occur with Iittle warning, the threat 1is
mentioned by Slovic. Members of the public can be expected to seek information and reassurance

from the authorities. Wessely and colleagues [Ref 87] point to a number of key aims in

undertaking public risk communication:

On the one hand, the public has a right to receive accurate and timely information, as an
event is unfolding. A study by Fischhoff [Ref 88] found that the US public was in support
of honest and accurate information about terrorism, even if that information worried them.
Timely information during a terrorist incident is essential to building and maintaining trust
between officials and the public and this will ultimately increase adherence to the desired
behavioural responses

On the other hand, the communication can be psychologically beneficial by helping to
minimise the immediate stress of victims and their families, thus preventing adverse
longer term consequences

Finally, an operational aim of communication is to prepare the public for measures that
need to be implemented to prevent or manage acts of terrorism and maintain public
security.

Keeping these aims in mind, it is crucial to organise risk communication so that the message is
credible and delivered through the appropriate channels. Communicators must realise that while
they may be tempted to restrict the information in their messages, doing so could in fact engender
a sense of panic in the public.

4.7 Public Perception of Surveillance

In the last ten years, the threat of global terrorism and organised crime have increased the efforts

of Law Enforcement Agencies (LEAS) to seek new technologies that could enhance public safety.

These technologies include public surveillance systems that function as a network of cameras and
components for monitoring, recording and transmitting video images. Such systems incorporate

cameras with the ability to zoom and capabilities such as colour recording and night vision. Also,

most cameras are pre-programmed to scan an area following asetpatt er n (ref erred to
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and can also be operated remotely by security personnel or automated computer surveillance
programs to focus in on specific areas or activities of interest [Ref 89].

The authors of a study to evaluate the efficiency of public surveillance cameras for crime control in
the US [Ref 90] have reviewed the arguments underlying the effectiveness of public surveillance
systems as a public safety tool. The arguments are based on rational choice theory, which states
that potential offenders make rational decisions to commit crimes after weighing the potential costs
and benefits of the crime in question, including the following:

increasing the risk of being apprehended
increasing the effort involved in committing the crime
decreasing the rewards of the crime

increasing the shame and guilt expected to result from the crime or felt at the immediate
moment of decision-making, and

reducing provocations that create criminal opportunities.

Despite the potential benefits of public surveillance camera systems, their introduction has been
criticised on the base of the potential threat to civil liberties that the technology presents. Also,
some members of the public are concerned about LEAs conducting extensive and potentially
inappropriate surveillance activities [Ref 91].

In one of the most recent studies of public perception and acceptance of surveillance technologies
[Ref 92], the authors take the approach of a selected analysis of public opinion surveys on
surveillance and surveillance technologies, combining findings and isolating trends across
research already done, to provide broader meta-level insight [Ref 93].

The authors consider that understanding the public perception of surveillance technologies is
important and that, along with technological capability and cost, public opinion and acceptance is a
shaping factor of both the policies and the development and deployment of surveillance
technologies. They seek to answer three key questions [Ref 94]:

How is public perception on surveillance technologies formed? What are the key factors
influencing opinion formation and how do they affect the substance of this opinion?

How well does opinion match and reflect the reality of surveillance systems and
technologies?

What is the substance of public concern about the deployment of surveillance technology?

For the first question, the authors identify four factors that are significant in the shaping of public

opinion [Ref 95]:
demographic factors (culture and age), and in
stance on related issues, are important and form the background to perception

the information and the sources of information, considering the novelty of such
technologies and the lack of first-hand experience
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the nature and operation of the technology itself. For example, in biometric technology,
iris scanning may be received differently as it is seen to be focused on a particularly
fragile and vital area of the body, while the obvious impact of the body scanner,
immediately retrieves negative images of invading body privacy [Ref 96]

trust in the institutional and social systems in which the technology operates, as well as
the expectation of the performance and effect of the technology within these systems.

For the second question [Ref 97], the authors note that the key aspects of public opinion are in fact
not founded on knowledge of the actual technologies. This can be partially attributed to the novelty
of new surveillance technology (which means the public has not had time to solidify references)
and partially to the complexity of the operation of the technology itself and the environments in
which it operates.

In relation to the third question, the authors observe a significant unease about their introduction
and use. That is for three reasons [Ref 98]:

uncertainty about the reasoning, necessity and targeting behind much surveillance
technology and the logic according to which it is alleged to achieve its stated ends

fear of the alterations in power relations the technology could bring about, both in the
short term, due to the lack of transparency of operation and of operators and in the future,
due to the uncertainty regarding the potential for function creep and the reshaping of key
social relationships

general data processing and privacy fears.

In another review of public assessment of surveillance technologies, Pavone and Esposti take a
different approach based on the critique of the trade-off model [Ref 99]. The trade-off model
generally frames privacy and security as exchangeable goods that can be traded. Authors noted
that the participants in the research [Ref 100] tended to divide into two main groups, which
considered surveillance-oriented security technologies (SOSTS) either as infringing privacy without
enhancing security or vice versa. The authors observe that the division line runs along the
dilemma between two broad political attitudes, trust and concern, of which the divide between
privacy and security is only a by-product. Trusting citizens consider security the main issue, whilst
concerned citizens consider privacy as their priority. Even if SOSTs imply higher surveillance,
trusting people believe not only that SOSTs are effective measures to fight terror and crime, but
also that their privacy is not likely to be affected. Concerned people believe that these
technologies only restricted privacy.

For the authors, the implications of this finding are decisive because, in contrast of the trade-off

model, trust and concern are political attitudes, which can change over time, but cannot be
“exchanged”" lom & rcadmidecyrity can€erns, expanding definitions of risk and

growing governmental monitoring activities, these results shed some light on the persisting gap

between the governmental and the lay public perception of the security agenda, as well as on the

politi ¢ a | i mplications of the newlllpublic discourse o

This document is produced under the EC Grant Agreement 313077. It is the property of the EDEN consortium and shall not be
distributed or reproduced without the formal approval of the EDEN Steering Committee.

fiUnrestricted PUBLIC AccessT EU Proj ect o. Page 34 of 99



Status: Draft
Document Number: EDEN/WP83/DEL/83.3
Document Name: EDEN_D83 1_Public Perception_Final (v5).docm

The VENICE Commission of the Council of Europe has been requested to give its opinion to the
guestion "The extent to which video surveillance is compatible with basic human rights" addressed
by the President of the Committee on Legal Affairs and Human Rights of the Parliamentary
Assembly, Council of Europe, Mr Dick Marty [Ref 102].

In the Report, the Commission recognises that video surveillance of public areas by public
authorities or law enforcement agencies can constitute an undeniable threat to the fundamental
rights of EU citizens, such as the right to privacy, the right of respect for private life, home and
correspondence, the right to freedom of movement and the right to benefit from specific protection
regarding personal data collected by such surveillance. Also, the Commission recommended that,
given the high level of sophistication of CCTV, specific regulations should be enacted at both
international and national level in order to cover the specific issue of video surveillance by public
authorities of public areas as a limitation of the right to privacy. The following elements should be
taken into account in these regulations:

1 Respect of the article 8 (right to private life) of the European Convention of Human Rights
1 Respect of the requirements of Directive 95/46/EC (EU Data Protection Directive)

1 People should be notified of their being surveyed in public places, unless the surveillance
system is obvious. This means that the situation has to be such that the person observed
can be assumed aware of the surveillance, or has unambiguously given his or her
consent.

A specific independent authority should be set up in order to ensure compliance with the legal
conditions under domestic law giving effect to the international principles and requirements with
regard to the protection of individuals and of personal data.
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5 INTERVIEWS WITH STAKEHOLDERS

This Section presents the results of the interviews with selected Subject Matter Experts (SMES).
This research focuses on the public perception of CBRNE threats within EU Member States (MS)
and the degree of social acceptance of surveillance technologies and techniques used to prevent
and cope with CBRNE incidents. In particular, the aim of the interviews was to analyse in depth
the issues discussed in questionnaires distributed via SurveyMonkey, described in Section 6.

5.1 Methodology

This study follows a qualitative approach and interview as the main research method. The

approach used to analyse interview transcripts is thematic analysis. The qualitative approach

fosters particular ways of asking researrch” vwhuaets" i
[Ref 103], where the value of qualitative research lies in its exploratory and explanatory power [Ref

104. The main research question here is “How do peo]
technol ogies”?

Thematic analysis is not bonded to any specific theoretical framework. It is a qualitative approach
used within many methods. The data subject to analysis need to be in textual form, and the main
steps include identifying, analysing and reporting themes [Ref 105,106]. Thematic analysis
involves the ‘coding’ of text line-by-line, the development of descriptive codes and the generation
of analytical themes [Ref 107]. The goal of codingist o “ arr angseyshemgsi cnoader
“ c at esdUata in search of patterns and interpretation as to why those patterns are there [Ref
108]. The process of coding involves two or more cycles and while it is not synonymous with
analysis, it is an important part of analysis. Themes are defined as the researcher examines the
data; they are not in themselves coded [Ref 108]. Also, the themes can be identified at two
different levels: the explicit and the latent. The former implies searching for patterns of meaning in
semantic content of the data while the latter involves going beyond the semantic content to identify
the underlying assumptions that shape it [Ref 106]. This work addresses the explicit level of the
meanings of the data subject to analysis.

I n general, when conducting thematic analysis, on
approach, where the themes are strongly linked to the data,oradeducti ve (“top down’
where the analysis is driven by specific research questions [Ref 106]. This work follows a hybrid

process of inductive and deductive thematic analysis [Ref 109] where prior to the coding process, a

coding framework (a codebook) was established to be further developed and modified in the

process of coding. The result of thematic analysis is specific themes identified across the entire

data set.

5.2 Data Analysis

All interviews were transcribed and imported into the NVivo Computer-assisted Qualitative Data
Analysis Software (CAQDAS) package. NVivo has been designed to facilitate the analysis of
textual data and multimedia information and it has been widely used in thematic analysis studies.
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The core of thematic analysis is coding. The data subject to coding are interview transcripts. A

code is a word or a single phrase that captures the essence or summarises the primary topic of a
portion of the text (unit) subject to analysis. Codes nee
redundancy, and gl obal [Refodl Jhe sizeof uhite varmmefeom singlg f ul "
words, to full sentences, to entire paragraphs [Ref 108]. Table 1 provides some examples. The

codes can be divided into Descriptive (coined by researchers conducting the analysis) and In Vivo

d to be

113 di

(taken directly from the transcript [Ref 108]). This study uses Descriptive Codes.

Table 1: Coding examples

Data extract

Code

“Because these are thing 1

time, you know, the publicly available information is

quite el ementary.” INFORMATION
“That’'s difficult to sa\y
the i mpact is very high

ACCIDENT

their aim, but | think that the attack is of a lower
chance thananindustrialacci dent . ”

Coding involves identifying patterns where text segments can be classified under more than one
code, especiallyinl ar ger data sets (a

“doubl

e c. {Rdfila8]y. "It is @amipartant to emphasise that the goal of coding is not simply to

met hod

cal

| ed *

summarise or label the excerpts but also to interpret them. Thus, searching for patterns in coded
data implies identifying units that share some characteristics without necessarily being exactly
alike. As aresult, codes lead to patterns: they can be grouped and organised by similarity and
regularity [Ref 108]. Also, coding is a cyclical act, it includes two or more cycles of coding data in
order fully to understand and redefine the emerging codes, categories and themes. First and
Second Cycle coding involve different methods (see Ref 108 for a detailed discussion).

As discussed above, this work follows a hybrid (inductive and deductive) approach towards
thematic analysis, in which a template or a codebook is defined before commencing an in-depth
analysis of the data [Ref 109]. A codebook defined for the purposes of this study was based on a
specific research question regarding the public perception of CBRNE risks and surveillance
technologies that served as interview questions. The entire process of coding was performed
electronically. The NVivo software allowed the data to be organised, coded and analysed
efficiently. The data were coded in two cycles, where the first cycle used Descriptive Coding and
the second cycle employed Pattern Coding.

Given the open-ended nature of the interview questions, the initial coding framework consisted of
large code categories and not specific codes. The next step was to define codes in a way that

definitions are explicit and limited in scope, so that they are not interchangeable or redundant [Ref

S
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104]. All codes were grouped and re-grouped into categories. Next, the codes and categories
were refined in the second cycle of data analysis. The final step was to identify themes across all
of the codes and interview transcripts.

Table 2: The examples of grouping the data into codes, categories and themes.

Codes Categories Themes identified

LITTLE INFORMATION

INFORMATION MASS MEDIA ENVIRONMENT

ACCIDENT CBRNE SOURCES CBRNE DIVERSITY
5.3 Interview

5.3.1 Recruitment and Interview Process
The interview process took place between 1 July 2014 and 14 August 2014. The study involved
purposive sampling: that is, the invitation was sent by email to nearly 400 individuals identified as
CBRNE experts and security stakeholders, among which were the 2014 EU Secure Societies
Information Day participants, EDEN SMEs and PRACTICE project members. As a result, 15
individuals were successfully interviewed. One third of them were recruited using a so-called
snowball sampling technique — subjects who had agreed to participate recruited others among their
colleagues. One of the main reasons for a relatively low response rate was the holiday season (a
number of replies and auto-responders stated recipients were not available due to vacation).

All interviews were conducted by the same researcher from PIAP. All interviews were conducted
with single individuals (except when two police officers participated together as they worked in the
same office). Ten interviews were conducted by Skype (eight in audio only and two with video)
while four interviews were conducted by phone. All interviewees signed the consent form prior to
the interview. Two interviewees sent written responses via email; one did so in addition to their
interview responses while another did so without being interviewed. Both responses were
incorporated into the analysis, but the latter was not considered an interviewee.

While the interviewees were identified via email addresses and consent forms (a signature was
required), the interview records and transcripts contain no demographic data. Each interviewee
and their related documents were assigned a number in order to ensure anonymity — thus all
consent forms and interview record/transcripts can be linked and identified via numbers. All data
are stored on the PIAP server and secured from unauthorised access.

5.3.2 Demographic Characteristics

In addition to signing the consent form, all interviewees were invited to provide their demographic
data.
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1 Age: Most interviewees (40%) were 55 — 65 years old. One was over 65; none was under
the age of 24. There is a number of possible explanations of the fact that CBRNE area
has been dominated by senior professionals. One is that CBRN issues were seen as
critical in the past with the Cold War and nuclear risk as important factors, hence CBRN-
related career choices. Nowadays it is mainly the terrorism-related E-threat (explosives)
that causes concern, hence fewer young professionals choose the CBRN area of
expertise.

m18-24
25-34
35-44
W 45-54
H 55-64
m>65

Figure 1: Age profile of interviewees

1 Gender: Thirteen out of fifteen interviewees were men; two were women (87% and 13%
respectively). This ratio is not surprising as the CBRNE and security sectors are to a
large extent male-dominated

1 Education: The same percentages arose in education levels: thirteen interviewees had
higher education, and the remaining two had completed secondary education and post-
secondary school. This is because the majority of interviewees worked in the area of
consultancy and research

1 Nationality: All 15 interviewees were European. Five (33%) were British, one had dual
USA/UK citizenship, two were Belgian, and the other seven came from Greece, Sweden,
Romania, France, Spain, Norway and Germany. One may argue that since the UK is the
indisputable leader in CBRNE in Europe, the number of the British CBRNE experts is high

1 Occupation: All interviewees were recruited from among CBRNE and security experts.
The majority indicated consultancy and research as their occupation: two explicitly
mentioned the CBRNE field as the area of their expertise. Also, two interviewees were
police officers who might be seen as representative of first responders. One person
indicated two occupation fields, namely “Acad
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Military specialized physican -
CBRNE planner/ instructor
B Author
Chief Technical Officer (CTO)
M Police Officers
M Consultancy

m Academy/Research

M Industry

1 Head of UK Govt. Decontaminaton
Service DECRA

H Cluster Manager

Figure 2: Occupation profile of interviewees

5.4 Results
The following themes were identified across the entire data set:

 TERRORISM

 CBRNE DIVERSITY

17 INFORMATION ENVIRONMENT
1 EDUCATION

Also, 12 interview questions were grouped into specific areas of interest, as shown in Table 3. The
following Section discusses the results in the light of the themes identified from the data and
specific areas addressed within the interview.

Table 3: Interview questions and areas of interest

Question Area

Q1. Which of the CBRNE threats seem to be most present in the mass media
according to your experience of the last year? Has there been any change in MASS MEDIA
the media approach in the last 10 years?

Q2. To what extent do you think people of the EU countries are prepared for the

consequences of a CBRNE incident? PREPAREDNESS
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Q3.To what extent do you think the public authorities are prepared to manage
the consequences of CBRNE incidents at EU, national, regional and local level?

Q4. How much do you agree with the view that an increase in the number of
surveillance techniques and technologies in public spaces will improve the public
authorities’™ ability to cope with CB

Q5. Do you think that increasing control by X-ray technology in transportation
(plane, subway, train, bus) will i mp
CBRNE incidents?

Q6. Do you think that installing automatic face-recognition cameras in public
spaces will increase the degree of prevention of CBRNE incidents?

SURVEILLANCE

Q7. Do you agree that supervision of social networks communication by
TECHNOLOGIES

surveillance technologies might decrease the risk of occurrence of major
CBRNE incidents?

Q8. Do you believe that the new generation of surveillance technologies for
public spaces (e.g. small drones, different types of communication platforms)
will improve the public authorities

’

Q9. To what extent do you think the deployment of surveillance technologies in
public spaces will determine their deployment in private spaces (phone/mail
tapping, online communication interception) in your country?

Q10. Which sources do you think are most likely to generate a CBRNE incident

(simple hazard, human error, terrorist groups, other)? CBRNE SOURCES

Q11. What would be your first recommendation for the national/EU authorities

for improving the protection against CBRNE threats? RECOMMENDATIONS

Q12. (If a public information campaign was not a subject developed in the
response to the previous question) What do you say about a public campaign to

inform people about CBRNE risk management? Is it possible or too costly? PUBLIC CAMPAIGN

55 Themes

5.5.1 Terrorism
The topic of terrorism-related risk emerged in all major areas addressed in the interview and
across all interviews. From this perspective, humans and human activities are always the main
focus of attention.

While there was no consensus among interviewees about the role terrorism plays in the CBRNE

area (to what extent terrorists are the main source of CBRNE threats), many of them pointed out

that the mass media typically focus on Y Thasdif news
there is any CBRNE-related issue covered by the mass media at all, it is typically a terrorist attack.

Also, terrorism was commonly discussed in the context of changes (if any) that have taken place

over the last 10 years in terms of the mass media approach towards CBRNE. Several
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interviewees argued that starting from 9/11, the mass media focus on terrorism has increased. Itis
interesting to notice that at the same time sever
in terms of terrorist attacks and CBRNE incidents over the last 10 years in the EU and US. It

seems the mass media coverage of terrorism usually concerns other regions of the world and only

potential threats to security in the EU. Thus, particular focus on terrorism has permeated a number

of topics and areas, including CBRNE and the mass media.

All interviewees discussed CBRNE sources in terms of terrorist threats. The type and degree of
such threats, however, varied significantly between individuals. Not surprisingly, terrorism is
typically associated with E-threats: the probability of terrorist attacks that involve explosives is high
(they occur frequently in the world) since the materials and know-how necessary to make a bomb
at home are easily accessible — manuals are available online. Some interviewees argued the
opposite, however, that there is insufficient know-how to make terrorist attacks a serious risk.
Others referred to terrorism to emphasise that the impact and probability of nuclear and chemical
incidents are much higher than for terrorist attacks. This is due to the massive presence of
chemicals and chemical plants and the .“Tdmorssmat i c ¢
was also discussed in the context of B and C-threats (rarely N-threat), where the impact of such
attacks (e.g. anthrax or sarin attacks) is much wider than the impact of bomb attacks.

When discussing terrorism and CBRNE sources the interviewees inevitably referred to the problem

of terrorists: while Islamic groups are typically seen as responsible for terrorist attacks, it was

recognised that anyone could be responsible: “ some ki d or some jihadist
pl aying with c¢hemicaThssfsalsobecduse aargelparsot what is suppoded

to be terrorist communication includes online communication and social networks that can be

easily manipulated and are hardly controlled. However, sever al interviewees
terrori st stieintroet as a communieation tool and do not reveal their identity.

Terrorism was discussed in the same way in the context of surveillance technologies: a large

number of the existing surveillance technologies and practices aims to prevent terrorist attacks.

Thus, the discussion of the potential use of different surveillance technologies to prevent and cope

with CBRNE threats and incidents often had counterterrorism measures and practice as a point of
reference and comparison.

5.5.2 CBRNE Diversity
The main subject of this study (CBRNE threats) was subject to different interpretations in all
senses. As one of the interviewees pointedout, i[ t ] he probl em with CBRNE i s
t hr eat a sDifeerewihtentieevges considered different threats to be of most significance to
security in the EU. In general, the differences concern the type and likelihood of CBRNE threats
and occur between C-, B-, R-, N- and E-threats and within such threats. For example, C-threat can
refer to the sarin attack or an accident at the chemical plant. Also, the likelihood of bomb attacks
can be seen as high or low. Different opinions are sometimes mutually exclusive, for example:
fNuclear and biological is certainly very dangerous. Mor e t han @egexspsiigdil]weeago i s t h
of explosives, moret han t he chemical or Blsopsbroegniensiaweesor r adi o
pointed out that the risk level varies between different geographical regions. For example, capital
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cities are more likely to be attacked that other regions of the country or Switzerland is less prone to
terror attacks that the UK.

Also, there is no common understanding of the level of preparedness in different EU countries and
Europe as whole. Even local authorities may demonstrate different levels of CBRNE-related
awareness and capacities. For example, a town located near a chemical plant is likely to be better
prepared than a town without such plants. Also, the level of preparedness varies in relation to
specific threats. For example, due to its large chemical industry, Germany is particularly well
prepared to deal with C-threats.

All interviewees agreed that public authorities and first responders should cope with CBRNE

threats and incidents. However, this issue requires further in-depth study. Different authorities

have different responsibilities —thet er m “ publ i ¢ authorities” does not
of CBRNE systems. For example, in the case of a CBRNE incident, the mayor of the city would be

in charge of logistics (providing water, means of transportation etc.), first responders would remove

the hazardous materials, and scientists would be in charge of the examination of evidence. One of

the biggest challenges is to ensure efficient coordination of such a great variety of actors.

Also, several interviewees referred to the fact that while CBRNE responses are generally the same
worldwide, some CBRNE threats require specific preventive and coping measures. For example:

CCTV helps in detecting suspicious individuals but not biological agents
in case of fire, one must leave the building immediately

if a chemical incident occurs outside a building, one must stay inside and on the top floor,
because chemical gases and vapours are usually heavier than air and tend to stay close
to the ground.

5.5.3 Information En vironment
All interviewees were experts in the field of CBRNE or security. The interviews showed, however,
that their knowledge and perception of CBRNE threats was inevitably derived from a number of
different sources of information, fields and personal experiences. Thus, it is a challenging task to
di stinguish between mass media cont eowhexpeercper t kn
and the actual perception of CBRNE when discussing the public perception of CBRNE risks and
attitudes towards surveillance technologies. These factors are analysed below.

5.5.3.1 Field of expertise
While interviewees shared a number of convictions (e.g. CBRNE constitute a serious threat),
depending on his/her field of expertise, each interviewee discussed the topic from a different angle.
This simple fact is often overlooked when studying perception of CBRNE with the aim of
generalising research findings. This is also why different interviewees perceive different CBRNE
materials as potential threats. For example a chemical expert was concerned mainly with the C-
threat (such as sarin attacks) while the police officers focused mainly on explosives and terrorist-
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related threats. All interviewees had a good knowledge of CBRNE as a whole, but their focus and
major concerns were clearly biased by their area of expertise.

5.5.3.2 Mass media
Notsur prisingly, intervi ewees'’ perception of CBRNE
limited to the Western and European perspective. They were discussed mainly in the light of
recent CBRNE incidents — the Fukushima nuclear incident and the gas attacks in Syria or general
Islamic terror attacks. The key point of reference was the 9/11 attacks. A few interviewees gave
the example of anthrax attacks in the USA. Some referred to the Chernobyl disaster and the Cold
War.

In order to illustrate CBRNE threats, the interviewees referred mainly to the USA, Japan and the
Middle East. Several interviewees also referred to the ebola pandemic in Africa. Europe was a
less significant point of reference, as the main CBRNE incident that occurred in Europe in the last
decades is the Chernobyl disaster. Not every terrorist attack is considered a CBRNE attack. In
general the E-threat is often considered as a separate threat, whether explicitly or not. Hence only
a few interviewees referred to the terrorist attacks that occurred in Norway, Spain and the UK over
the last few years.

From this perspective, the distinction between wh
from the mass media is blurred; as is the distinction between private and professional sources of

information, since social media can serve both purposes. For example, to what extent can the N-

threat be seen as significant in the EU, based on the Fukushima disaster (earthquake and tsunami

threat included)? Only one interviewee seemed to be aware of the impact of the mass media and

the difference between expertland whg geoberal bpub
[to what extent the mass media cover the topic of CBRNE threats] because of course when you

are working in this field you always get allkindsof i nf or mati on and itoés hard
like different sources of information” .

5.5.3.3 Personal experience
A number of interviewees discussed their personal experiences in the CBRNE area. For example,
an expert who has been often interviewed by different journalists emphasised the lack of
understanding of CBRNE issues in the mass media rather than the lack of information. An expert
who works in the aviation industry repeatedly discussed surveillance technologies in terms of
aviation safety procedures. An individual whose job focuses on the legal and administrative
frameworks recommended developing a guidebook for the EU authorities that would help in coping
with CBRNE incidents. It is important to consider such a high degree of subjectivity when
analysing the expert and public perception of CBRNE.

5.5.4 Education
A number of interviewees spontaneously brought up the topic of education or a need to improve
the knowledge of CBRNE concepts and practices.
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The public: Just as the mass media do not provide enough information about CBRNE
threats, the public too does not have sufficient knowledge. This is of crucial importance
as the level of knowledge determines the level of preparedness to cope with CBRNE
incidents. Some interviewees argued that education about CBRNE should be provided to
children at school. Others, however, emphasised the need for providing information in a
way that it does not raise the anxiety level (hence, children would be excluded). A
number of interviewees argued that it is not the public that should be prepared to deal with
CBRNE incidents but the authorities and first responders. Hence, the public should be
educated only to the extent that allows people to take concrete measures to deal with
CBRNE incidents and disasters as a whole rather than to acquire in-depth expert
knowledge

Mass media: The mass media play the important role in shaping the public perception of
CBRNE threats. Several interviewees argues that the problem is not only insufficient
information but also inaccurate information. This is particularly valid in the context of
information available online (often quoted by the traditional media). Journalists are not
required to possess the extensive knowledge of CBRNE concepts. But, given the ease of
access to experts and expert knowledge, they should ensure the accuracy of the
information presented to the public

The public authorities: Several interviewees argued that the public authorities are not
concerned with CBRNE threats due to the insufficient knowledge of such threats and a
lack of awareness. In some cases, specific groups of experts and authorities have
knowledge of CBRNE concepts and practices do not share such knowledge sufficiently
with other countries and authorities. This occurred in the Fukushima disaster. Others
pointed out that the EU authorities have a mainly theoretical knowledge of CBRNE
incidents and do not have the direct experience of the first responders concerning CBRNE
responses and equipment. Hence they often define rules and procedures that do not fit
real scenarios.

5.6 Areas

5.6.1 Mass media
None of the interviewees claimed that the mass media sufficiently cover CBRNE-related topics. If
there is any information concerning CBRNE it is usually due to the occurrence of a CBRNE
incident, such as the Fukushima nuclear disaster or sarin attacks in Syria. Th u s , it i s
that matters and not the CBRNE topic itself. Also, the mass media generally focus on disasters
and emergencies (such as ebola) with little or no consideration for CBRNE issues. The only
exception is the E-threat as it is being widely covered in relation to terrorist attacks. It is worth
noticing, however, that several interviewees discussed CBRN and E-threats as separate
phenomena and used the CBRN rather than CBRNE acronym. Thus, whether the coverage of
terrorism-related topics can be seen as a part of CBRNE may be debatable.

Also, interviewees often differentiated between the traditional mass media, such as TV or radio,
and new media, such as the internet, including social media. The general perception is that much
more and better information is available online in comparison to newspapers, although it requires
people actively to seek for information. The rise of social media is also one of the main changes

This document is produced under the EC Grant Agreement 313077. It is the property of the EDEN consortium and shall not be
distributed or reproduced without the formal approval of the EDEN Steering Committee.

fiUnrestricted PUBLIC AccessT EU Proj ect o. Page 45 of 99

“bad



Status: Draft
Document Number: EDEN/WP83/DEL/83.3
Document Name: EDEN_D83 1_Public Perception_Final (v5).docm

that took place over the last 10 years in the mass media approach towards CBRNE: there is more
information available now and it is easily accessible. However, some interviewees argued that
online information can be easily manipulated and even deliberately made misleading. This also
leads to the problem of multiple players that create the current mass media environment. From
this perspective, the problem is not the quantity of information but its accuracy and reliability.
Some interviewees also pointed out that it is mostly US rather than European authorities that use
social media to engage people. That is, emergency agencies can communicate with the public
through social media platforms.

One important factor that emerged from the discussion about mass media was fear. Any

information about CBRNE threats and incidents could trigger mass panic. Thus, little information is

not always and not necessarily bad in itself. Last but not least, when asked about the mass media
coverage of CBRNE, interviewees often referred also to other topics such as knowledge levels and
awareness or t he pub.lThiswehkilustratesthe commezity f GBBRNE r i t i e s
perception and expertise (see Section 5.5.3).

5.6.2 CBRNE Sources

Type: As discussed above,de pending on the interviewees’ f i
interest, different threats are seen as dominant. The most commonly discussed threats
were C, B and E. Due to the recent Fukushima disaster, focus on N-threats was relatively
high. As for the R-threat, only a few interviewees referred to it mainly when giving an
example of a dirty bomb. Several interviewees also pointed out that the public perception
of CBRNE threats largely depends on the current global situation — the probability of
chemical weapon threat can be seen as higher because of the recent war in Syria. Thus,
there might be a significant difference between perceived and actual CBRNE sources.
Also, as discussed above, CBRNE threats vary between different regions and countries.
For example, the UK is mainly concerned with explosives, while Germany focuses on
chemicals. Obviously, the presence of industrial and nuclear plants in a given region
largely determines the type and probability of a specific CBRNE threat

Cause: The main causes of CBRNE incidents are human error, deliberately harmful
actions and accidents. Based on the examples given by the interviewees, all CBRNE
materials can potentially be used in terrorist attacks, although they have different
limitations in terms of their availability, cost and required know-how (e.g. it is easier to
organise and carry out a bomb attack than a biological or nuclear attack). Also, some
CBRNE areas are more accident-prone than others. For example, rail infrastructure has
different planning practices and safety measures from nuclear plants. Natural disasters
were the least discussed causes — Fukushima was seen as merely a nuclear disaster

Probability: Several interviewees pointed outthat CBRNE t hreats are per (
consequence but | ow probability” and no-serio
the 2004 Madrid and 2005 London bomb attacks did not emerge as such from the

discussion. Thus, regardless of their sources, CBRNE threats can be generally seen as

low-level threats and largely unpredictable: AiThe truth is that we never know which kind of
incident we will face or the size of it.o
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5.6.3 Preparedness
The general perception is that the general public is not prepared to deal with the CBRNE incidents,
while the level of preparedness of the public authorities varies between countries and national
versus local levels. The main reason for the public not being sufficiently prepared is a lack of
information about CBRNE threats, hence lack of knowledge (be it school education, public
campaign or the mass media coverage). Also, it was emphasised that it is the public authorities
and first responders that should be able to prevent and deal with CBRNE incidents, and not the
general public. Animportant factor here is the need to avoid causing public fear about something
that is very unlikely to happen. Also, some interviewees pointed out that the general public is as
prepared to deal with CBRNE incidents as it is to deal with other emergencies and disasters. One
of the most often discussed issues was the low probability of CBRNE incidents. Both the general
public and the public authorities do not pay sufficient attention to CBRNE because such threats are
considered to be low level. They consider other priorities and concerns as more urgent or simply
more profitable.

The general perception was that there are significant differences between the EU and the USA in
terms of their capacity to deal with CBRNE incidents. The indisputable leader in Europe is the UK
as it has a very well developed CBRNE training system. Largely this is due to the necessity of
dealing with the IRA and bomb attacks. Thus, direct threats, good planning and practical training
are of crucial importance. Some interviewees pointed out that since the CBRNE threat is massive
and indiscriminate, the public authorities should deal with it at the European level. The main
obstacle here is efficient coordination and communicationasievery chain is as str
wea k est par t Alsonseveral intergievees distinguished between the public authorities
and firstresponders( A pol i cy a g a). Whiethe pyblie authtrities areoften the object of
criticism, first responders are generally seen as well prepared, whether in the UK, France or
Germany. The different levels of preparedness also include different surveillance systems. The
UK and the USA are seen as the countries having the most developed surveillance systems;
whether such systems successfully help prevent CBRNE incidents is a different question. Several
interviewees discussed the role of intelligence in incident prevention and some of them explicitly
referred to the British intelligence services.

It is important to emphasise that the interview method allowed the general perception to be
identified as to the level of CBRNE preparedness in Europe, but cannot be seen as a full capacity
assessment.

5.6.4 Surveillance Technologies

One of the most vividly discussed topics was surveillance technologies. The general conclusions
were as follows:

Existing surveillance technologies are not particularly suited to preventing CBRNE
incidents. The most commonly used CCTV cameras help in identifying human subjects
but not CBRNE agents. The same conclusion can be drawn in relation to automatic face
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recognition and drones carrying cameras. Such technologies can serve CBRNE incident
prevention only in the specific context of terrorist threats.

In general, interviewees see drones as not very useful in the CBRNE context. They would
create a lot of privacy concerns if carrying cameras and (as for CCTV) would not detect
CBRNE agents. However, some of interviewees also pointed out that drones could be
useful if equipped with sensors, particularly sniffers. One of the examples included the
use of drones outside urban environments where there are no human subjects but
industrial plants and rural areas.

Almost all interviewees argued there is no point in using X-ray technology to detect
CBRNE agents. A specific risk inherent to X-ray technology is creating bottlenecks in
public spaces; people gathered in one place constitute an easy target for terrorist attacks.
What works at airports would not necessarily work in public transportation systems.

The subject that caused the most controversy was the surveillance of social media. The
main issues discussed here were effectiveness and privacy. Some interviewees claimed
that it is necessary to monitor social networks, regardless of the privacy concerns;
surveillance should closely collaborate with intelligence, since social networks are used by
terrorists. Others argued that it is unnecessary and impossible to monitor social media
communication efficiently: 't he “ r e a héel doma communitate vissool nmedia
at all or deliberately manipulate online content to frustrate proper investigation. In respect
of privacy, the use of any surveillance technology and techniques should be justified and
proportionate: “To have blanket surveillance because of a 1% risk of an attack would not
be seen as proportionateo

Several interviewees stressed that technology itself is not a solution: what matters is data
interpretation and this is where human subjects are needed. Also, serious management
issues are always inherent to surveillance systems, especially to massive surveillance
with large amounts of data, large infrastructures, many people and high costs. Therefore,
surveillance technologies are useful only in specific places and contexts, such as airports.

One of the most discussed topics in the context of surveillance technologies was public
fear. Just as a public campaign about CBRNE might raise the level of anxiety, the
massive and constant presence of surveillance technologies could give the impression
that there is imminent threat. Thus, the best surveillance is covert.

The question of whether the deployment of surveillance technologies in public spaces will
determine their deployment in private spaces was one of the least understood topics
discussed with the interview. Some interviewees argued that it is actually the other way
round: the concern is in the growing private use of surveillance technologies. Others
argued that while the aim of surveillance in public spaces is an implementation of
counterterrorism measures, the main goal of using surveillance technologies in private
spaces is to protect property. One interviewee pointed out that the acceptance of digital
surveillance may be quite high in some countries. A few interviewees could not answer
such a question.

5.6.5 Public Campaign
A number of interviewees agreed that informing the public about CBRNE might cause public fear.
Some argued that there is no need to launch an information campaign unless an actual incident
occurs, because (on the one hand) people would not remember the information if a CBRNE
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incident occurred years after training and (on the other) there is no need to provide frequent

training since CBRNE incidents are low-probability. Moreover in general we do not launch specific
information campaigns about disasters, some of which are much more common than CBRNE

(such as floods). Others claimed that we should all be educated and trained in advance in order to
cope successfully with CBRNE incidents and before it is too late. The general conclusion was: i | t
depends on how you do ito

Any information provided to the public should be very accurate and context specific. For example,

if a local chemical plant poses a threat to citizens, they should be informed about the specific

materials being used, rather than all possible chemical agents and emergency scenarios. This is

also why many interviewees maintained that only specific audiences should be educated about

CBRNE - such as groups of first responders such as medical professionals. Also, it is important to

teach people how to deal with the incident so that they feel in control and capable of successfully

c o p i thageis a‘balance between making people afraid that something will happen compared to

the ability to make people react if something happens”. A number of interviewees discussed this

topic in terms of education (school included) rather than a public information campaign. Some

interviewees discussedaso-cal | ed “HbétyWwWowderé& the public knowl
threats is derived from films rather thanreality. | n one i nt er Viife weed Bl evoaarmrsgt
something, they go to the nearest, former frame of reference and you know, special effects in

Hollywood movies in television make these things look much sexier and much more impressive

t han t hey. ThesaHhe imgss rmediais one but not the only way to inform the public about

CBRNE. Other possibilities include leaflets and seminars. Just as in the area of surveillance

technologies, the cost was the major issue here.

5.7 Recommendations

One of the least discussed areas was recommendations to the public authorities. The interviewees
provided a number of general suggestions, but no ready solutions. In general, the key focus here
was information: we should provide and share more information. That is, improvements were
needed in education and training (mainly regarding the public and the first responders) and
coordination (mainly regarding the public authorities at the European and national level).

Coordination is seen as an issue not only in terms of exchange of information (communication) but

also in terms of the general cooperation between the EU members and implementation of CBRNE
actionplans. Oneof t he possible soluti ons lithnkdomedbktle f ol | ow
European authorities can learn from the UK. . . Why invent the way if there is a way that already

exi sts?o

Only one interviewee suggested there should be an increase in surveillance. Hence, the
recommendations concern mainly human subjects, be it the public or the authorities, and not safety
procedures or CBRNE equipment.
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6 EU OPINION SURVEY

Task 83.1 includes the following requirement; [PIAP] will conduct surveys to establish public
perception of relevant security and surveillance techniques and technologies in key public spaces
(e.g. airports, metro stations, and so forth)

6.1 Methodology

The PIAP team originally intended to carry out face-to-face interviews in public spaces in Warsaw.
However, calculations revealed that a statistically significant result could not be achieved with the
person-hours available. Moreover, this methodology would have provided results only for the
Polish population, which might be unrepresentative because of the local strength of feeling
regarding the nuclear accident at Chernobyl. Various other options, such as surveying at
international airports, were considered. It is extremely difficult and expensive to obtain opinion
data in the 28 countries of the EU; very few such surveys achieve statistical significance.

To resolve the problem, the research team obtained advice from a sociologist with extensive

experience of opinion surveying [Ref 110] who recommended the *‘ Awdience
SurveyMonkey [Ref 111]. This service guarantees a specified number of responses to an on-line
guestionnaire from the bodies of respondents that the company has established in countries

across the world. The advice included the opinionthat6 t wo r ative sarmpesin UK and

Poland would be enough for a pilot study according to the project objectives and the minimum

necessary validity’ [IRY.fThe use of the phrase ‘“pilot study’
a full survey of EU opinion is not achievable within this WP. We do not intend that these results

should be interpreted as representing opinion in all 28 countries of the EU.

Appendix 1 presents the questions concerning CBRNE incidents contained in the survey. Some
demographic data were also collected. The survey was translated into Polish by PIAP.

To achieve a 3% accuracy, 1111 responses from each country are required®. This number was
specified in the contract with SurveyMonkey, and was in fact exceeded. The results are a
therefore a reasonable reflection of public opinion in the EU.

6.2 Presentation of results

The raw results of the opinion survey are presented in Appendix 1 immediately following the
guestions. The histograms were provided automatically by SurveyMonkey from the UK data. The
results from Poland have been omitted for brevity and because they are only available in Polish.
Section 7 discusses the differences between the countries. The full dataset can be obtained from
the authors of this Report.

Numerical values are presented to the nearest 1%, but it should be noted that the data are
accurate only to +3%, as described above.

*The necessary number of samples is given by 1/€’, where e is the size of the error. This evaluates to 1111 at e= 3%
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7 SOCIOLOGICAL THEORY

7.1 Background

The investigation conducted by the EDEN Socio-Cognitive Research Model focuses on the current
social perception of the population from two MS (UK and Poland) concerning:

CBRNE incidents

the efficiency and the capacity of different public authorities to intervene, predict and deal
with the consequences of a CBRNE incident

the introduction of new surveillance technologies and techniques in public spaces.

The research concept directly related to the surveillance techniques that EDEN is creating and
implementing is present in the questionnaires as ‘new surveillance technology’ aimndvation in
sur veil |l anc eThaqaestions elatedgoythe introduction of surveillance technologies in
public spaces are Q6, 7, 8 and 12.

Some examples of the surveillance technologies and techniques relevant to the investigation are:

Vulnerability Identification Tools for Resilience Enhancements of Urban Environments:
Empirical and quantitative analysis software tools for urban planning (plan level and detail
level) with the aim of reducing susceptibility and vulnerability with respect to CBRNE terror
attacks with a focus on explosives

Software platform able to simulate crowd dynamic in structured environments (SIMP)
models emergent behaviour starting from a single individual's behaviour

Software based on the use of codes like RELAP5-3D, RELAP/SCDAPSIM and HELIOS
combined with validated nuclear power plant models and database

Electronics and equipment hardening for a RN environment
Laser profiler providing high-resolution range and colour images of large scenes.

Detection of weak signals of a plausible CBRN attack by crossing OSINT technologies
with risk analysis models

The following research questions are posited within the general framework of the cognitive factors,
affective factors and socio-contextual factors underpinning the theoretical pattern of this research:

1. Isthe perceived likelihood of a CBRNE incident a determinant for the social
acceptance of the surveillance technologies and techniques in public spaces?

2. What is the public perception in the EU of CBRNE incidents as a source of social
threats?

3. Which information channel is most trusted for data related to a CBRNE incident?

4. Which level of authority is most trusted to manage the consequences of a CBRNE
incident?
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7.2

7.2.1

5. What is the public perception in the EU of the surveillance technologies and
techniques of different types?

6. What is the public perception in the EU of an increase in the degree of surveillance in
public spaces by using new technologies?

7. What is the public perception of (i) the preparedness of the population and (ii) the
preparedness of the public authorities to manage the effects of a CBRNE incident

The variables

Independent variables

The independent variables of the model are the Cognitive variable (V,), the Affective variable (V,),
and the Demographic variable (V4). The value of identifying these independent variables is to build
up a general framework within which we can measure the dependent variable P described below.

7.2.2

Dependent variable

The model is designed to investigate the extent to which V., V, and V4 affect the public perception
P, which is composed of the following variables:

1
1
1

1
1

7.2.3

P, — Perceived likelihood of a CBRNE incident
P, — Perceived vulnerability to a CBRNE incident

Ps;— Perceived capacity of public authorities to cope with the prevention and the
management of the consequences of a CBRNE incident

P, — Perceived source of information about these types of incidents
Ps — Perceived source of threat — natural hazard, terrorist groups, human error, others.

Factors and Responses

The relationship between these variables is shown in Table 4.
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Table 4: Factors and Responses

Factors Responses
1. COGNITIVE: P4, P53 i1 Self-preparedness
2 AFFECTIVE: i Trustin public authorities
1 Acceptance of the public

1 Worry about CRBNE threats

_ ] _ surveillance
1 Worry about social control in public spaces 1 Option for a communication
3. SOCIAL-CONTEXTUAL: P,, P3, Py, Ps channel/person/institution
7.3 Public Perception Concerning Surveillance Technologies and Their Use In Public
Spaces

Within this general theoretical context, the empirical research investigated the relationship between
P and the perception of the social fears related to CBRNE incidents and to the need to increase
the surveillance activity in public spaces by specific technologies. The research instrument is Q6.
The implication of this question is that people are more prepared to accept surveillance techniques
if they believe that they provide improved protection against CBRNE incidents.

UKDATA. Combining the * Str ongl yfromggure @indicates thatashglr e e’ f
majority (54%) of the UK population might accept a public message concerning an increase in

public surveillance activities. This conclusion is underlined by the fact that the level of rejection of

such a message (13% in total) is less than a quarter of the level of acceptance. A third of the

population is undecided.

POLISHDATA. Combi ning the ‘Strongly agree’ and ‘' Agree’
of the Polish population might accept a public message concerning an increase in public

surveillance activities. The rejection of such a message (11% in total) is less than a quarter of its

acceptance. Under a third of the investigated population is undecided.

The major difference between the countries is in the proportion who choose ‘A g r e468% in UK
and 49% in Poland. Most of this difference arises from the reduced UK * U n d epopulatiend ’

Hence the following conclusions seem to be legitimate for both countries:

i There is a positive public perception of an increase in public space surveillance

1T This increase is associated wi tyhocaopbwith@BRNE i ¢ au
incidents

1 The population of Poland is more in the favour of the correlation than the population of the
UK

i1 In Poland, fewer people are Undecided on this issue than in the UK.
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Recommendation 1: Public policy should reflect the desire for an increase in social safety in
public spaces by means of surveillance technologies.

The development of public policy should be preceded by a communication strategy on the issues
surrounding surveillance technology in public spaces. The larger number of undecided people in
the UK does not suggest a need for a real difference in the information campaign message
between the two countries. Such a strategy should take into consideration two specific research
outcomes:

Part of the campaign should be the information that the present research generated

There is a significant potential association between increased surveillance in public

spaces and increased surveillance in private spaces, as the responses to Q13 show us.
UK DATA. The responses to Q13 in Figure 14 show that 45% of the UK subjects believe that it is
Very Likely or Likely that the deployment of public surveillance technologies will increase
surveillance in private spaces, whereas only 14% believe otherwise. The most frequent response
is Undecided (41%).

POLISH DATA. In contrast, 60% of the Polish subjects believe that it is Very Likely or Likely that
under these circumstances surveillance in the private space will increase, with only 15% believing
it Unlikely or Very Unlikely. The most frequent response is Undecided (43%).

The basic difference identified by this research question is that relative to the UK, more people in
Poland (by 15 percentage points) fear surveillance in private spaces. Most of this population is in
the UK case undecided. So, we estimate that the number of people concerned about the positive
correlation between an increase in public and private surveillance is significantly higher in Poland.

From this point of view, it seems that either (a) a EU information and communication campaign
should recognise that people are inclined to associate public surveillance technology with private
surveillance technology, or (b) the EU campaign should have a particular extension or a specific
message for those countries where a larger segment of population have this belief.

The responses to Q12 show a positive correlation between public messages related to innovation
in public space surveillance technologies and the social acceptance of new surveillance
technology.

UK DATA. Most UK subjects (42%) were Undecided about Q12. Approximately 40% of them
consider thatthe a u t h o rcapdcity & prevent CBRNE incidents will be increased by innovation
in surveillance technology; 19% consider that possibility Very Unlikely or Unlikely. The immediate
conclusion is that we might encounter an opening or a high efficiency factor in persuading UK
people of the need for technological innovation in the field of public space surveillance.

POLISH DATA. The largest number of Polish subjects (45%) responded with the Likely option.
Approximately 53% consider that the capacity for the prevention of CBRNE incidents by the public
authorities will increase with innovation in surveillance technology; only 22% consider the
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possibility Very Unlikely or Unlikely. Thus, the survey in Poland shows more belief (by 13
percentage points) in this correlation than in the UK. At this level of interpretation, it seems
legitimate to conclude that an information campaign on the subject of increasing the number of
new surveillance technologies in public spaces in Poland would be significantly more successful
than in the UK.

7.4 Social Trust in Public Authorities

The research investigated the correlation between social trust in public authorities and their
capacity to intervene in a CBRNE incident. The research instrument is Q4.

UK DATA. As shown in Figure 5, the most trusted public authority is at the national level (34%),
followed by the one of the EU structures (29%). The lowest level of trust is in local authorities
(20%) followed by regional authorities (22%). We report that the highest percentage of trust in
public authorities is located at the centre of the scale — position 3. For each of the authorities this
majority is around 42%.

The detailed responses to this question show that the investigated population most trusted the
intervention at the national level (34%), followed by one of the EU structures (29%). The lowest
level of efficiency is attributed to local authorities (20%) followed by regional authorities (22%).

POLISH DATA. In Poland, the most trusted public authority in this regard is at the local level
(58%), followed by the one of the regional structures (52%). The lowest level of trust among
authorities corresponds to the EU authorities (30%). The national authorities also record a high
level of social trust (48%).

The Polish situation differs from that in the UK in that:

the degree of social trust in public authorities is significantly larger in Poland in respect of
the efficiency in managing the prevention and consequences of CBRNE incidents.

The most trusted Polish public authority is at the local level. At position 3 on the
evaluation scale, we find values between 26 and 36%.

The most important infformationisthat t h-er Uusmt 8§ posi sentedinPolandt r e p
is the EU, at 36%.

In the UK, there is a massive amount of population (40%) at the mid-value of the scale, which
might mean that it is predisposed to swing to one extreme or the other. In Poland, the mid-scale
point (neither in favour nor against) falls in the range 26% — 36%.

The average percentage in the UK suggests an elevated potential of success of a communication
campaign with the purpose of informing the population and forming it as partner of the public
authorities especially at national level but also at European level — given the trust potential these
two levels of authority hold among the population — first and second position.

Recommendation 2: A UK information and communication campaign needs a message
related to the national authorities.
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In Poland, the largest percentages belong to the local and regional public authorities. The EU
authorities are credited with less than 30%, taking into consideration that the highest percentage of
undecided respondents belong to the EU authorities investigated item — 36%.

Recommendation 3: A Polish information and communication campaign needs a message
related to local and regional authorities.

UK DATA. The responses to Q10 follows an almost identical distribution to Q4: the majority (73%)
opts for national government intervention rather than the authorities above (37%) or below (37%).
Cooperation between national governments and EU structures is rated 10% lower than the national
gover nmen ttdges Tipsaliffeceace is three times the error in the measurement. The
second position is held by the EU authorities; the lowest levels of credibility are held by the local
and regional authorities. The immediate conclusion is that in the UK the highest level of trust in the
management of a CBRNE incident is held by the national government.

POLISH DATA. The Polish response to this question shows a quite different distribution. The
most trusted authority for the prevention and intervention in cases of CBRNE incidents is not the
national authority as in the UK, but a combined national and EU authority — 73% of the
respondents hold this view, 7% more than those who trust the national government. Second
position is held by the national authority, followed by the EU and then the regions.

The clear conclusion of this Section is that most people in Poland would trust National and EU
authorities to cooperate in dealing with CBRNE threats.

7.5 The Most Widespread Social Fear

The research instrument is Q14. Combining options 4 and 5 of the responses to this question
shows that a terrorist incident is thought most likely in the UK (63%) and in Poland (69%).
Accordingly, we conclude that mass media information concerning a terrorist incident of any kind
will easily raise the fear of such an incident in the larger population.

The finding here is that social trust in public authorities is, within the CBRNE system of threats,
most closely connected to the fear of terrorist incidents. Most importantly, this specific kind of
social fear determines the degree of social acceptance of surveillance systems in public spaces.

Recommendation 4. No specific campaign should be launched regarding the most common
social fears at the level of the wider population, without further research.

Further research is needed to develop a strategy of building a ‘social partners h i pcbopégfation

between public authorities and communities at different social levels) in the fight against terrorism
in large segments of the population. The most important finding arising is that the high degree of
social fear concerning the role of terrorism in CBRNE incidents might be the principal attractor of

social acceptance in a campaign for public policies to increase surveillance in public spaces.

Recommendation 5: All public messages concerning terrorist incidents must be thoroughly tested
by focus groups and laboratory experiments.
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7.6 Empirical Support for the Research Conclusions , Recomme ndations, Hypotheses
and Outcomes

The research instrument is Q2. The responses in Figure 3 indicate that a small minority of
respondents (13%) discuss CBRNE threats with their friends or acquaintances Very Frequently or
Frequently whereas almost two thirds of respondents rarely or never do so. The Polish data are
almost the same.

The first conclusion to draw from this distribution of answers is that CBRNE incidents are not
popular discussion subjects. There is no specific private fear concerning CBRNE incidents —
people do not mention them in their discussions with family, friends and acquaintances.

The discussion in Section 7.3 of Q6 and Q13 indicates that the perception regarding private space
is rather different from that regarding public space concerning the likelihood of a CBRNE incident.

7.7 Hypotheses

7.7.1 The more the public perception of surveillance technologies is associated with
CBRNE incidents as a real source of threats, the less is the public rejection of s uch
technologies in public spaces
The first hypothesis of the empirical research concerns the correlation between the perception of
actual social threat from CBRNE incidents and the acceptance of the surveillance technology
within the public sphere. There are two questions with specific significance to this hypothesis in
the questionnaire: Q6 (discussed in Section 7.3) and Q3 (discussed below).

The hypothesis and its associated questions are designed to establish a correlation between
rejection or acceptance by the population of the use of surveillance techniques and technologies in
the public sphere and the extent to which the population perceives CBRNE as a source of actual
threat.

UK DATA. Noticeable in these results is the fact that they are highly unbalanced. If we compare

the Strongly Agree and Agree options with Strongly Disagree and Disagree, we find that 53% of

the population is in favour of an increase in surveillance in the public sphere and the increase in

the public authoriti es’ pecodf@mgpdaentsi Thg Strongly Disagree bned CB RNE
Disagree options are no more than 13% altogether.

The mid-point of this positive-negative balance is comprised of the 34% of respondents who are
undecided. This means that a third of the population is in the situation of being convinced to
accept either the validation or the invalidation of the correlation. The increase in the intervention
and control potential of the authorities is also determined by the increase in the number of
surveillance instruments in public spaces.

POLISH DATA. A larger percentage of the Polish population was prepared to accept new
surveillance technology in public spaces than in the UK, if the technologies are associated with a
public threat. The percentage of the undecided persons is lower by about 6 percentage points
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than in the UK, most of them being transferred to a favourable view. Combining the Strongly agree
and Agree figures indicates that a majority (61%) of the population might accept a public message
concerning an increase in public surveillance activities.

This conclusion is underlined by the fact that the social rejection of such a message is registered at
less than a quarter of the social acceptance — 11%. The mid-point of the scale — the undecided
persons — comprises less than a third of the investigated population

The major difference at this level is between the proportion of the population who chose the Agree
option: 40% in UK and 49% in Poland. Most of this increase is transferred from those in the UK
who are Undecided.

The correlation between the social perception of CBRNE and the attitude of the population
concerning the insertion of new anti-CBRNE surveillance techniques and technologies in public
spaces is also reflected by Q3.

UK DATA. In the UK, between 6% and 17% regard the occurrence of a CBRNE incident as Very
Probable; between 18% and 25% consider it Probable.

The responses indicate a significant social fear. Decomposing it into the measured components of
the CBRNE variable, we observe that the most consistent fear (combining the percentages for
Very Probable and Probable) is of an incident of the following type:

Explosive — 41%
Chemical — 27%
Biological — 25%
Radiological — 19%
Nuclear — 20%.

We can see that the elements of the CBRN variable are grouped in twos: fear of a chemical or a
biological attack at around 25%; fear of radiological or nuclear attack at around 20%. The final
observation concerns the fact that most of the respondents consider that any of the five types of
incident to be Possible. Around 36% of the respondents believe a nuclear and explosive type of
incident is Possible; a larger proportion (around 42%) believe a biological or chemical incident is
possible.

The conclusion we are able to draw, in connection with the first hypothesis, is that we have a very
high indicator at the perception level concerning the occurrence of any of the five types of incident.
People perceive a real collective threat associated with CBRNE incidents.

Adding the percentages for Very Probable, Probable and Possible, we see a range from 57%

(Nuclear) to 71% (Chemical). This is an interesting distribution of social fears in the UK regarding
the occurrence of a CBRNE incident. The investigated population is mainly afraid of an explosive
or a chemical type of incident, with 79% of the respondents considering this type of incident either
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Possible or Probable. These same subjects consider only to a percentage of 71% that we ought to
be concerned about the probability and possibility of the occurrence of a chemical type of incident.

The lowest concern regarding the possibility and probability of social threat is of a nuclear type of
incident — only 57% consider it Possible or Probable, whereas 61% believe in the probability or
possibility of a radiological incident. The extent of fear of the occurrence of a biological type of
incident is most similar to the fear of a chemical incident.

POLISH DATA. In Poland, between 6% and 13% of people regard a CBRNE incident as Very
Probable. Between 15% and 24% consider it Probable.

Analysing the collective fear in the same way as for the UK data, we find:

Explosive — 36%
Chemical — 33%
Biological — 31%
Radiological — 25%
Nuclear — 21%.

As for the UK, the subcomponents of the CBRNE variable are grouped in twos. Fear of a chemical
or biological incident is at around 32%, 7% higher than in the UK. Fear of radiological and nuclear
incident is at around 23%, 3% higher than in the UK.

The final observation on the analysis of the component elements of the CBRNE variable is related
to the fact that most respondents consider that the occurrence of any of the five types of incident is
possible. For example, the possibility considered in terms of the research refers to the nuclear and
explosive type of incident — 31% to 36%. A more significant possibility corresponds to a biological
or chemical incident — 38% to 42%.

The conclusion we can draw is that there is a high indicator at the perception level concerning the
emergence of any of the five types of incidents as social threats. The Polish population perceives
as real the collective threat associated with CBRNE incidents — with various differences in relation
to the type of incident, but the variations are at a level exceeding 52% (the percentage of
respondents considering nuclear incidents Possible, Likely or Very Likely).

For instance, by adding the Very probable, Probable and Possible percentages, we acquire an
interesting distribution of social fears regarding the occurrence of one or the other type of CBRNE
incident in the case of Poland too. As in the UK case, the investigated population is mainly afraid
of explosive and chemical incidents.

The lowest concern is in respect of the nuclear type of incident — only 53% consider it as a
Possible or Probable threat. The corresponding figure for radiological incidents is 63%, for
chemical incidents, 72%.
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7.7.2 The greater the degree of public confidence in the preparedness of public

authorities to cope with the consequences of a CBRNE incident, the less is the

worry about these kinds of public threats.
Under this hypothesis we explore the correlation between the fear of the emergence of a CBRNE
type of incident and the level of trust in the capacity of the authorities to manage an incident and
handle its consequences. To investigate this hypothesis we shall employ Q4: How efficient do you
think the following public authorities are in managing the prevention and consequences of CBRNE
incidents? (1=Not at all; 5= Extremely).

The responses to this question from both countries are discussed in Section 7.4. They suggest an
elevated potential of success of a communication campaign with the purpose of informing the
population as a partner of the public authorities at the national level but also at European level —
given the trust potential in these two levels of authority among the population. In other words, an
information campaign or a communication strategy towards the population might be quite effective.
The majority of the people are found at the mid-position: their perception might be easily converted
into positive trust by a targeted campaign.

Compared to the UK situation, we find that the social trust in public authorities in Poland is
significantly larger in respect of their efficiency in managing the prevention and consequences of
CBRNE incidents. More people trust the local authority than any other level of government: at the
mid-point of the evaluation scale, we find a percentage between 26% and 36%. The most
i mportant i nformati ominr thsetr’e sbseptésentat bdlohgs to “the iEd
(36%).

Unlike the UK case, where the average line (neither trust/nor distrust) suggests the existence of a
massive amount of population predisposed to swing to one extreme or another, in the Polish case,
the average occurs at the level of national authorities (48%), regional authorities (52%) and local
authorities (58%).

From the answers to Q3 and Q4, we observe that a significant fear concerning the social threat
related to CBRNE incidents is associated with a high level of distrust in public authorities that are
located differently on the public perception scale of trust in their capacity to handle or prevent a
CBRNE incident.

The responses to Q10 (discussed in Section 7.4) suggest an almost identical disposition in the
trust of the population at the level of direct intervention in managing a CBRNE incident. Thus 73%
of the investigated population opts for national state intervention (central government) in the case
of a CBRNE incident. Public authority structures above and below national government are
chosen approximately half as often.

This document is produced under the EC Grant Agreement 313077. It is the property of the EDEN consortium and shall not be
distributed or reproduced without the formal approval of the EDEN Steering Committee.

fiUnrestricted PUBLIC AccessT EU Proj ect o. Page 60 of 99



Status: Draft
Document Number: EDEN/WP83/DEL/83.3
Document Name: EDEN_D83 1_Public Perception_Final (v5).docm

773 The greater the social trustnessforag@BRNEiIi ¢ aut hor
incident, the greater is the confidence in public sources of communication related
to a CBRNE incident.

In tight connection to the previous hypothesis, the third one investigates the correlation between
communication sources and trust in public authorities.

The research instrument is Q14: Which of the following sources do you think is most likely to
generate a CBRNE incident?

The responses to this question are presented in Section 7.5. Broadly we find that, in the UK, the
fear of a terrorist incident is almost six times higher than fear of other types of incident, and in
Poland it is seven times higher. Previous research experience [Ref 113, 114] tells us that recent
coverage by the mass media of a terrorist incident of any kind will readily increase the fear of
terrorism within the wider population.

Under these circumstances, the probability of the population reacting in a positive manner to an
elevation of surveillance in public spaces illustrates a significant opening at the social level in both
countries.

7.7.4 The greater the technological innovation in surveillance technologies, the greater
their acceptance in public spaces

The principal research instrument to investigate this hypothesis is Q12. The responses to this
guestion are discussed in Section 7.3. The immediate conclusion is that we do not find an
acceptance among the population of the need for technological innovation in the field of public
space surveillance. Neither do we encounter an opening or a high efficiency factor in the
persuasion of a population majority regarding such a need. The hypothesis is not proven, for
either country.

7.8 Personal experience and the confidence in introducing new surveillance
technologies in public spaces

We have attempted to determine the extent to which the people consider they have been subject to
surveillance by public authorities, to inform the assumption that personal experience of a CBRNE
incident is associated with reduced confidence in the need for surveillance technologies in public
spaces,

The research instrument is Q11, whose results are given in Figure 12.

UK DATA: The majority ofthe UKr esponses are either N&l%opk Thug, 4 5 %)
over 85% of the UK subjects consider that they have not been the subject of surveillance or that

they have no knowledge of this happening. The percentage of the people who consider they have

been subject to surveillance (Frequently and Very Frequently) is 6%.

POLISH DATA. The majority of the polish responses are concentrated around the options Never
(34%) and D o nKnaw (51%). The percentage of the people who consider they have been subject
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to a surveillance (Frequently and Very Frequently) is 6%, while 4% consider that they have been
Rarely wiretapped and 5% consider that they have been only Occasionally the subject of
wiretapping.

Thus, for both countries, the assumption of a correlation between personal experience of
surveillance and the acceptance of surveillance technologies in public spaces is not validated.

This question is linked with Q13 in the questionnaire, which brings in new information. The
responses are discussed in Section 7.3. We find that in Poland the percentage of the population
who fear surveillance in private spaces is almost 15% larger than in the UK.

Whereas at the time of the research we may argue that we cannot talk about an association
between an increase in surveillance level and the employment of technologies in public spaces,
the responses to this question suggest a possible social fear of the transfer occurring.
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8 PUBLIC PERCEPTION OF EDEN TOT

As described in Section 1, part of T83.1 is an assessment of the public perception of the EDEN

ToT. Itis legitimate to consider this issue because, in general, Tools for dealing with CBRNE

incidents might have an impact on the public. The most obvious example is perhaps in radioactive
decontaminati on, where it would be valuable to un
novel body washing technique (say) before using it in an emergency. Another example would be

the use of advanced technology such as security cameras, the public perception of which has been

discussed in Section 5.6.4.

For a member of the public to form a perception of a Tool, he or she must interact with it in some
way. It must be possible to see it in action, feel it, or otherwise to experience its effects. This will
not be the case for many of the Tools, since they are intended for use by first responders or by the
emergency services. For example, no public perception can be formed of equipment for detecting
hazards such as radiation or biological agents — their connection to the public is mediated by the
experts. Moreover, as the ToT is deployed across the EU, MS will use the Tools differently, and
the impact (if any) on the public will depend on the combinations chosen.

Hence, there are conceptual problems in fulfilling this aspect of T83.1.

8.1 Methodology

At the time of writing, the EDEN project has yet to reach its mid-point and naturally the ToT is not
fully developed. Currently, its inventory is unclear and the majority of the Tools it contains have a
TRLoflessthan9-me ani ng t hey h aproventhmugh suadssfubmeission
operations’. Moreover,th e ‘ EDEN Sil15 is &ill undetenbtruction, making it difficult to
obtain the current status of the ToT.

Therefore, in consultation with the project management [Ref 116], the inventory of Tools to be
considered for T83.1 is that proposed in the EDEN DoW [Ref 117]. The full list is in Appendix 2.
The Tools fall into the categories shown in Table 5.

Table 5: Preliminary inventory numbers by category

Tool category Number
Recommendations 4
Standards 9
Risk assessment, modelling 111
Toolbox Tools 4
EDEN Store Tools 9
Total 137
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Clearly, the public perception of a Tool is most effectively determined by an opinion gathering
exercise following an event at which it has been deployed. Three demonstrations are planned
within the EDEN project — WP40 Food Chain Demonstration (M36), WP50 Multi-chemical
demonstration (M33) and WP60 Radiological demonstration (M35). It is to be hoped that these
events will provide an opportunity for assessing the public perception of the Tools.

At present however the assessment must be confined to the judicious application of the information
on public perceptions set out in the preceding Sections of this Report, obtained from the published
literature, the sociological considerations and the EU opinion survey. The process adopted was as
follows:

Identify the Tools in the ToT with a direct effect on the public
Consult the EDEN Store for updated information (if any) on the Tool

8.2

1
1
1
1

Results

Identify the nature of the impact on the public

Assess the opinion of the Tool likely to be formed by members of the public who are
exposed to it.

Table 6 lists the Tools in the preliminary inventory with some impact on members of the public
during a CBRNE incident. The tools in the PRACTICE Toolbox (which is included in the ToT) have
been considered in this respect in that Project [Ref 118].

Table 6: EDEN Tools with possible public impact

Name Description Supplier Impact
1. PPE Protective clothing, gloves and hood OUVRY Physical
Emotional
2. TR-RGB Laser profiler based on three different ENEA Ethical
laser sources, providing high-resolution
range and colour images of large scenes
even at tens of meters of distance.

3. Radiological Arches designed for detecting radiation. INDRA Physical
detection Based on either Nal (TI) or PVT principles ;

. SO Emotional
arches according to whether the subject is a
person or a vehicle.

4, Personal None available BRUKER Awaiting further
Individual information
Detector Tool

5. Casualty To retrieve the calling number of all the ASTRIUM Ethical
tracking mobile phones which were within a given (now EADS)
solutions and area on request and track them through
targeted alert time. Crisis managers will be able to
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Name Description Supplier Impact

determine who could have been exposed
to radiation (hidden source etc) and alert
them.

It is clear that the enormous majority of Tools in the ToT have no public interface and therefore no
public perception of them can be formed. The ToT is essentially for use by first responders,
emergency services and other CBRNE SMEs. Information on one of the Tools in Table 6 is
insufficient to allow the nature of its impact on the public to be assessed.

The public perception of the remaining Tools is assessed as follows:

1 The mobile phone tracking system from EADS (France) raises ethical concerns that might
resonate with the public. Many people regard it as an invasion of privacy (and against
their Human Rights) for their location to be monitored in this way. It is clear, however, that
the recent trends towards ‘always connected’
concerns, particularly among young people. The public perception of the Tool will
probably be favourable, since (assuming it works as promised) the Tool will provide a
valuable function in containing infection or radiation. The balance of advantage will be
clear.

1 The TR-RGB from ENEA (Poland) provides a high-resolution image of the scene of the
incident. Again while any such remote imaging systems raise privacy issues, it appears
very likely that the public will judge the obvious value of this system to the emergency
services as outweighing any ethical concerns.

1 The detection arches from INDRA are intended for monitoring radiation from persons and
vehicles passing through, so a public perception of them will inevitably be formed. It
seems highly likely that the impression will be similar to the metal detecting equipment
familiar at airports — slight irritation overlaying a feeling of confidence in the security
services.

1 The PPE provided by Ouvry (France) will primarily be used by first responders, but it will
inform the public’s perception oPPEmigktcaaset ent
worry disproportionate to the actual level of threat. The significance of this perception of
the Tool should be borne in mind in the operating procedures.

In conclusion, an early analysis of the public perception of the ToT has been conducted. Nothing
of concern has been revealed.
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9 CONCLUSIONS
The Report has considered all the questions raised by EDEN T83.1

Section 4, the literature review, has addressed the following topics:

common concerns related to CBRNE incidents
potential societal impact

the relevant cultural narratives and urban myths surrounding CBRNE events and related
response strategies

public perception of CBRNE risk
public perception of surveillance systems.

All parts of society should be involved in the final three phases (preparedness, response and
recovery) of a CBRNE security cycle. If their perceptions are understood and accommodated,
members of the public will be able to play an active role.

A distinction has been made between the immediate and long-term perceptions of CBRN incidents.
The immediate perception is dominated by the fear caused by uncertainty. In the immediate
aftermath of the incident, some of the affected people might behave unpredictably. The long-term
impact of the crisis in terms of public perception is probably more difficult to estimate. However it
is commonly agreed that measures should be taken during the recovery phase to mitigate any
long-term psychological effects. It is clear that public communication strategies play a central role
in guiding the public perception of the CBRNE event.

Section 5 describes interviews with SMEs, and the use of thematic analysis to extract the data. All
SMEs agreed that public authorities and first responders should cope with CBRNE threats and
incidents. They felt that more and better information is available online than in other media. There
are significant differences between the EU and the USA in terms of their capacity to deal with
CBRNE incidents. The indisputable leader in Europe is the UK. The subject that caused the most
controversy was the surveillance of social media: the main issues were effectiveness and privacy.

Sections 6 and 7 describes the opinion survey carried out in Poland and the UK regarding attitudes
and opinions of CBRNE threats and the ability of authorities to prevent and deal with them.
Positive public perception was found between an increase in public space surveillance and the
public aut hor i tyitoecgpeée with GBRNBIncidemts. e&Sbneldifferences emerged
between Polish and UK opinion: the population of Poland is more in the favour of the correlation
than the population of the UK. Four hypotheses were investigated from the point of view of
sociological theory, three of which were proven.

The following five recommendations were made on the basis of this analysis:

Public policy should reflect the desire for an increase in social safety in public spaces by
means of surveillance technologies.
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1 A UK information and communication campaign needs a message related to national
authorities.

1 In contrast, a Polish information and communication campaign needs a message related
to local and regional authorities.

1 No specific campaign should be launched regarding the most common social fears at the
level of the wider population, without further research.

1 All public messages concerning terrorist incidents must be thoroughly tested by focus
groups and laboratory experiments.

Section 8 describes the public perception of the EDEN ToT. It was found that the initial set of

Tools is not likely to give rise to any public perception whatsoever, because they are used by

emergency services personnel and have no interface to the public. The few Tools with which the
public interacts should be included in the forthec
perceptions recorded.

This Report constitutes deliverable EDEN D83.1.
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Appendix 1 The EU opinion survey

Q2. How often do you discuss with your friends or acquaintances the issues concerning
CBRNE threats?

Very Frequently
Frequently
Occasionally
Rarely

Never

Answered: 1,138 Skipped: 25
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g0%

60%
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]
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Figure 3: UK Responses to Q2
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Q3. How likely do you think it is that the following CBRNE incidents will occur in the EU?

Very Very probably
Probably Possibly  Probably not
Probably not

Chemical C e C C C

Biological & C C & C

Radiological & & C o o

Nuclear C e C C C

Explosive . - . - -

Answered: 1,144 Skipped: 19
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Figure 4: UK responses to Q3
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Q4: How efficient do you think the following public authorities are in managing the
prevention and consequences of CBRNE incidents?

(1=Not at all; 5= Extremely)

1 2 3 4 5
National authorities C - s . ~
Local authorities T o s - -
EU authorities C e c - .
Regional authorities . r s . ~

Answered: 1,145 Skipped: 18
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Figure 5: UK Responses to Q4
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Q5. Have you ever experienced a CBRNE incident?

o Yes

Ilr-hNo

C | don’'t know

Answered: 1,142 Skipped: 21
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B0%
40%
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]
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Figure 6: UK responses to Q5
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Q6. Please indicate your agreement with the following statement:

Increasing the number of surveillance techniques and technologies in public spaces will

i mprove the public authoritiesd ability to cope w
C Strongly Agree
i~ Agree

¢~ Undecided
i~ Disagree

t« Strongly disagree

Answered: 1,133 Skipped: 30

100%
0%
E0%
39.54%
33.80%
40%
14.03%
0%, 9.62%
3.00%

0%

Strongly Agree Undecided Dizagree Strongly

Agree disagree

Figure 7: UK responses to Q6
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Q7. Please indicate your agreement with the following statement:

Increasing X-ray technology in public transport (aeroplane, metro, train, bus) will improve
the public authoritiesd cdentsiity to prevent CBRNE

© Strongly Agree
i~ Agree

¢~ Undecided

i~ Disagree

t¢ Strongly disagree

Answered: 1,142 Skipped: 21

100%
B0%
60%
41.68%
A0%, 28.28%
19.61%
- —
0%
Strongly Agree Undecided Disagree Strongly
Agree disagree

Figure 8: UK responses to Q7
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Q8. Please indicate your agreement with the following statement:

Installing automatic face-recognition cameras in public spaces will help prevent CBRNE
incidents.

© Strongly Agree
i~ Agree

¢~ Undecided

i~ Disagree

v Strongly disagree

Answered: 1,134 Skipped: 29

100%
B0%
60%
35.19%
16.9
3% 12.70%
20% 4.50%
0%
Strongly Agree Undecided Disagree Strongly
Agree disagres

Figure 9: UK Responses to Q8
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Q9. Please indicate your agreement with the following statement:

Supervision of social network communications by surveillance technologies will decrease
the risk of CBRNE incidents.

o Strongly Agree
i~ Agree
¢~ Undecided

i~ Disagree

t¢ Strongly disagree

Answered: 1,138 Skipped: 25

100%
B0%
60%
33.04% 33.92%
40%
13.01% 13.53%
20% 6.50%
0%
Strongly Agree Undecided Disagree Strongly
Agree dizsagree

Figure 10: UK responses to Q9
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Q10. Please indicate the level at which you think CBRNE prevention and
response activities should be undertaken:

Government

O Jointly within the EU

o EU structures

Regional authorities

Answered: 1,134 Skipped: 29

100%
73.37%
8o 64.46%
60%
36.95% 37.92%
40%
- .
0%
Governmeant Jointly within EU structures Regional
the EU authorities

Figure 11: UK responses to Q10
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Q11. Have you personally been the subject of wiretapping or other surveillance

technologies by a public authority?

Very Frequently

T
Frequently
i .
~ Occasionally
T
Rarely
(o
Never
Answered: 1,139 Skipped: 24
100%
80%
60% 45.13%
40.47%
40%
0% e 4.04% 5.00% 3.69%
0%
Very Frequently Occasionall Rarely MNever Don't know
Frequently ¥

Figure 12: UK responses to Q11
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Q12. How likely do you think it is that the latest generation of surveillance technologies for
public spaces (such as small airborne drones or communication platforms to collect
information) will i mprove the public authoritiesd

Very Likely
Likely

As Likely as Not
Unlikely

Very Unlikely

Answered: 1,134 Skipped: 29

100%

80%

60%

42.42%
40% 30.86%
@l -
N

0%
Very Likely Likely Undecided Unlikely Very Unlikely

Figure 13: UK responses to Q12

This document is produced under the EC Grant Agreement 313077. It is the property of the EDEN consortium and shall not be
distributed or reproduced without the formal approval of the EDEN Steering Committee.

fiunrestricted PUBLIC Accessi EU Pr oj ect 0. Page 90 of 99



Status: Dratft
Document Number: EDEN/WP83/DEL/83.3
Document Name: EDEN_D83 1_Public Perception_Final (v5).docm

Q13. How likely do you think it is that the deployment of surveillance technologies in public
spaces will determine the deployment of surveillance technologies in private spaces
(phone/mail tapping, online communication tapping) in your country?

C Very Likely
' Likely
© As Likely as Not
“ Unlikely
C Very Unlikely
Answered: 1,141 Skipped: 22
100%
g0%
60%
40.67%
33.57%
40%
20% 11.66% 10.43%
J3.68%
0%
Very Likely Likely Undecided Unlikely Very Unlikely

Figure 14: UK responses to Q13
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Q14. Which of the following sources do you think is most likely to generate a CBRNE
incident? (1=Not at all; 5= Extremely)

1 2 3 4 5
Simple hazard C C C C -
Human error C C C C .
Terrorist groups C C . i« .
Human negligence C C . C -
Unguarded equipment C C C .

Answered: 1,147 Skipped: 16

100%
BO0%
60%
40%
0%
Simple hazard Human error Terrorist Human Unguarded
groups negligence equipment

1 M2 W3 W4 WS

Figure 15: UK Responses to Q14
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Appendix 2 EDEN Preliminary Tool Inventory

Table 7: Recommendations

Tool Acronym

Main capability input to EDEN ToT

Process Modelling
Notation

Scenario Collection of data on past CBRN events and relevant exercises, providing scenarios as well as
Database feedback about crisis management, including about the impact of ethical and societal issues.
BPMN (Business Intercomparable method for food chain modelling among all technological users (AINIA

i*: modelling and
reasoning tool
about food
organizational
environments

i*: modelling and reasoning tool about food organizational environments and their information
systems composed of heterogeneous actors with different, often competing, goals that depend
on each other to undertake their tasks and achieve these goals.

CBRNE past
events and
exerci
collection

ses”

Contribution to the definition of scenarios, feedbacks regarding crisis management problems,
including ethical and social issues

Creation of a collection of feedbacks from main relevant events and exercises (most relevant
ones, to be completed)

Table 8: Standards

Tool Acronym

Main capability input to EDEN ToT

Competence Competence Center of Food and Fermentation Technology (CCFFT — supplier platform):
Center of Food and | operational tools, used by Estonian, Finnish and Canadian producers of beverages, meat-,
Fermentation bread- and dairy- products.

Technology

(CCFFT)

Mandatory components for the certification for Medical/Health and Safety Specialists
(M/HSS) for activities in toxic environment (HTZ).

Decontamination

Scenario based assessments to determine the nature, level and locality of the hazards and

procedures the degree of threat posed to the facilities and personnel, including first responders and the
civiian population. The studies proposed and assessed processes to contain and
neutralise the chemical hazard and to decontaminate the affected facilities.

Information tools Information tools and procedures: a first list of selected terrorism/WMD references has

and procedures been generated

HAZMAT Construction of a repository (HAZMAT, registered name, already under construction) for

repository incidents of CBRN nature. This system is based on computer aided system identical to
that of antipoison centre.

Physiological Development of a physiological model in which the physiological status of a given victim

model will be tracked and predicted in the foreseeable future.

Epidemiologic Development of epidemiologic model that will embody an epidemiologic representation of the

model likely spread of infection.

Webservice Webservice accessible by the EDEN Store portal for CBRNE medical support

Table 9: Risk Assessment, modelling and impact reduction

Tool Acronym

Main capability input to EDEN ToT

TEDAS

Terror Event Database Analysis Software: Empirical statistical analysis of historic terroristic
events Additional categories in the area of terrorist CBRNE events will be generated.
CBRNE, all phases, in particular preparedness, scenario prediction, empirical scenario
assessment; software
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EQRA

Explosives Quantitative Risk Analysis Tool (improvement to include more E hazard sources)
Further advanced 3D visualization and real time risk analysis capability. Industrial
explosions will be taken into account in a broader way using mainly empirical models.

E, all phases, real time risk analysis

VITRUV

Vulnerability Identification Tools for Resilience Enhancements of Urban Environments:
Empirical and quantitative analysis software tools for urban planning (plan level and detail
level) with the aim of reducing susceptibility and vulnerability with respect to CBRNE terror
attacks with focus on explosives.

Extension to all CBRNE hazard empirical susceptibility and vulnerability analysis

E, focus on planning of urban areas for countering future CBRNE events, preparedness.

SIMP

Software platform able to simulate crowd dynamic in structured environments. SIMP allows to
emulate emergent behaviour starting from single-individuals behaviour Common Tool

SORTIE

Software based on the use of codes like RELAP5-3D, RELAP/SCDAPSIM and HELIOS
combined with validated nuclear power plant models and database.

SIRENA

Diffusion code for accident regarding Research Nuclear Installations

HACCP

HACCP-based methodology for the integral risk assessment of food chains: methodology for
a systematic risk assessment, following a logical sequence of product/process analysis,
hazard identification, risk assessment, surveillance, etc.

TRACKING
BACK

solution for rapid identification and localisation as well as fast recall of contaminated (or
suspected) lots

Electronics and equipment hardening for a RN environment

Protective clothing, gloves and hood (Ouvry, supplier platform)

Nuclear robot hardening (for a nuclear accident) will be developed under WP60
(Nucletudes and ENEA) and integrated in WP30 according to WP34.

Building sheltering

Building occupant protection against airborne CBRN threats: a tool for Calculating, infiltration,
occupant Exposure and protection factors based on the building and threat agent
characteristics, methods to determine the key factors affecting the protection, and cost efficient
ways to improve the protection. New tool which can be integrated with current dispersion
modelling and consequence estimation tools

ECSIT

Increase of container security by applying contactless inspections in port terminals.
Scenario development in case of sea container transport; Threat analysis; QRA of CRNE
events; Prevention and risk management for CRNE

Possibility of simulation of C intoxication (any kind, but especially toxic gases) with Last
Generation Manikins (SIMAN 2, Laerdal).

Live agent Training Package: full guidelines and procedures in order to conduct safe live
agent training (C and R), equipment testing (CBRNe) in real field environment.

Enviscreen

Enviscreen situation awareness, atmospheric propagation modelling and C2 for C,B,R

TR-RGB

Laser profiler based on three different laser sources and providing high resolution range
and colour image of large scenes even at tens of meters of distance.

Versatile Mobile Platform

CBRN mobile field Laboratory Van able to operate on the field within or near areas
contaminated by chemical, biological or radiological agents.

UAV CBRN simulation engine to generate the navigational and CBRN measured data
through a simulated mission according the selected demos that can also be used as a
training aid.

Space based products and services : Overland; GET GEO: common operational picture for
London Olympics; OceanWAy: maritime common operational picture (coast guards and
customs); Spot Monitoring (optical and radar) for critical sites (for IAAE etc).

Crisis (geo)Information Centre service (SRC): operated by the combined team of SRC and
SGSP personnel, will support the National Centre for Rescue Coordination in Poland
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WSD

Weak Signals Detection: Detect weak signals of a plausible CBRN attack by crossing
OSINT technologies with risk analysis models

New tool, with inputs from other activities and technologies of data mining and risk
assessment

Major Event Security Tool

Local situation awareness — man portable

Quick 3D cartography for contaminated area of the contaminated zone by in situ
measurements including from population or standoff detection (respecting the scene for
forensic) (ENEA): improved 3D cartography to be integrated with similar data coming from
sensors recording contamination for precise spatial localizations of critical areas.

RE-VUE /hardware

Structural analysis for sabotage/risk assessment in underwater and contaminated
environment (nuclear reactors and spent fuel storage pools). First 3D laser profiler to be
qualified to operate in nuclear reactor vessel. Improved quantitative monitoring and
structural analysis.

Radiological and

R and C advanced dispersion modelling and data (ENEA)

chemical The release could be in form of particulate, aerosol or steam, like any other conventional

dispersion pollutant release, but with and additional property that is typical for radioactive material: the
half-life time. So, the pollutant concentration will vary in space and time, not only because
of the weather conditions, but also for the radionuclide characteristics. All scales

Nexsense HAND HELD CHEMICAL DETECTION AND IDENTIFICATION SYSTEM. This point chemical
sensor will be the first in the world to offer a radiation free, UH-FAIMS (Ultra High Field
Asymmetric lon Mobility Spectrometry) system as a compact, hand-held device.

DD CWA DD CWA stand off long distance CWA detection and associated NBC system used and
operated by the Slovakian forces.

APAC

Chemical Standoff Detector Tool:

Mobile Mass Spectrometry Detection Tool

Aerial Platform Detection Tool (Bruker)

Metro Subway Network C Detection Tool

Maritime C Detection Tool

On-site and handheld devices for C contaminations detection of raw materials on the
food chain as well as on packaged goods

Light portable and handheld point detector equipment aimed at monitoring and surveillance
for C Agents in the food chain

Sensors for production site surveillance: tool for the detection and for surveillance of C
contamination of processed food, water supply and working surfaces

short range detection device composed by several wavelengths optical source able to
characterise B agents in a rooms sized contaminated volume

Product integrity fingerprinting solutions

Anti-tampering packaging tools Anti- tampering packaging tool consisting of specific ink that
can be applied in a packaging indicating by colour change when perforated

Spectral analyzer SFS-Scanner — quick screening tool for transparent liquid samples,
mainly water, for detection of Biological and Chemical contamination, including bacteria,
organic poisons, toxins and other chemicals

This document is produced under the EC Grant Agreement 313077. It is the property of the EDEN consortium and shall not be

distributed or reproduced without the formal approval of the EDEN Steering Committee.

fiUnrestricted PUBLIC AccessT EU Proj ect o. Page 95 of 99



Status: Draft
Document Number: EDEN/WP83/DEL/83.3
Document Name: EDEN_D83 1_Public Perception_Final (v5).docm

Spectral analyzer Instant-Screener — quick screening tool for opaque samples (edible oils
and fats, grains, meat, fish, dairy products, beverages etc.) for direct measurement and
classification of Biological (bacterial) contamination

Small scale fluorescence detector for an early alert on B contamination in the food
processing water supply: small-scale device portable, relatively inexpensive and hand-held
sampling unit. The alert could be handled as a signal to start a deeper analysis

Portable biodetection and communication platform

Microfluidics single processes for the detection of B-Agents running on single chips in one
instrument

On-site and handheld devices for B contaminations detection of raw materials on the food
chain as well as on packaged goods

Sensors for production site surveillance:
tool for the detection and for surveillance of B contamination of processed food, water
supply and working surfaces

Short range detection device composed by several wavelengths optical source able to
characterise B agents in a rooms sized contaminated volume

DeGeN Basic first version: measurement car equipped with gamma and neutron detection systems to
track down and analyze Nuclear or Radioactive material. The car is suitable for covert search
tasks

NaNu NaNu first version: transportable monitoring unit for non-destructive and non-contact
analysis of Radioactive and Nuclear material. The unit consists of a specially equipped
container, can be airlifted and has its own power

Radiological Radiological detection Archs for people & vehicles: arch designed for detecting radiation both

detection in people and heavy/ lightweight vehicles. It is based on two different principles (depending if it
is people or vehicles) based on Nal (TI) or PVT detectors. It fulfils with the OIEA normative
related with scrap metal.

ENEA LB123P Plutonium Monitor, Inspector 1000: Digital Hand-Held Multichannel Analyzer equipped with
Neutron Probe; RS-B1-0824-101: Boron coated neutron Pu detectors

ISOTREXLIBS ISOTREX LIBS (Laser Induced Breakdown Spectroscopy):in-situ, rapid elemental
measurements in different surroundings.

BONAS BONAS Raman Spectroscopy (RS) : laser based technique that provides information about

molecular vibrations which constitute a fingerprint of each chemical product.

COLIBRI FAMILY

COLIBRI FAMILY, DAY — NIGHT SURVEILLANCE AND FIRE CONTROL SYSTEM: Mini
Colibriis an indirect view electro-optical FCS for use in short to medium range applications.

ULIS ULIS: unattended luggage inspection sensor, by neutronic interrogation (Sodern — Supplier
platform) (E and C)

NAI Neutron Active Interrogation (NAI) for multi-element analysis and for radionucleides detection

HCM Non-destructive Quick determination between CWA and Explosive based on the significantly

difference in hydrogen content of explosive and CWA

Aerosol Collector

Aerosol collector: impactor with a microfluidic system to collect, sort, concentrate particles
of interest for B, C and E, with generic interface to the widest range of detectors

FORLAB FORLAB LIF (Laser Induced Fluorescence): detection of optical emission from
chromophoric compounds when excited by means of intense UV laser radiation for the
detection of organic pollutants released from accidents, illegal releases or organic residues.

ENEA multi- Robotic platform carrying onboard optical (LIF, LIBS, Raman) and neutronic sensors for

sensor platform RNE threatening materials detection in cargo containers and unattended luggage

/Hardware

RAID-XP Multiple Threat Detector Tool RAID- XP

Handheld Chemical Detector Tool

HAND-HELD CHEMICAL AGENT MONITOR RAID-M 100

Personal Individual Detector Tool
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URAID Personal Chemical Detector (IMS

Critical Infrastructure Protection Tool: RAID-AFM (Automated Facility Monitor)

Mobile Laboratory Tool

E+C detection and identification by integration of the Sodern ULIS miniaturized sensor
(neutronic interrogation) on the Omnidata robot, with associated communications and remote
processing.

Sampling robot

Proposed robot (with enhancements) is planned to take part in chemical and radiological demo

Multi-sensor connection system with information — modification of DARIUS control station

Versatile Mobile

Versatile Mobile Platform: low cost, generic prototype platform able to localise itself

Platform indoor/outdoor and provide a 3D overview of its environment from which the operator can
control it. Designed FOR Nuclear plants surveillance and dismantling activities.
New functionalities and roles in the Robot fleet. Multiplying the number of simple but
efficient robots will bring all the advantages of low cost collaborative approaches.
ALICE crisis communication tool within geospatial environment using two types of terminals —

field terminals and stationary terminals. To communicate real time, share new information
collected on any terminal. ALICE allows using spatial layers and collecting new geographic
features in a field of action (SRC and APL).

Seamless outdoor, indoor and underground positioning (pseudolites and VLF integrated
solution under development

R (and B) casualty
tracking solutions
and targeted alert

Tool to retrieve the calling number of all the mobiles which have been within a given area on
request and track them through time.

Crisis managers will be able to retrieve in the past, who could have been exposed to
radiations (hidden source etc) and alert them.

ELISEO Miniaturized and autonomous track and trace system ,satellite based.
Mobile medical dossier on an electronic bracelet (positioning, SA etc) for casualty
management
Only RFID systems, not updatable are currently existing. Miniaturized smart phones can
bring many more functionalities.
Multi-use robots : used as BCR inspection or supporting tool. Will be adapted in EDEN
ODI-U robot (Omnidata): moves detector at any safe distance for human operator for IED, C and R
investigation. It can act in subways, trains, airports, stations, etc
CROM/ Theoretical model and software for crowd management when a crisis is occurring
Crowd
Management
model and
software/
software
Skywan network “ r o intthe $ k y(); used in the CBRN Carpathex exercise
Multi-satellite surveillance network () delivered to IAAE
Long distance connection with video and voice for remote expertise to ongoing C and
trainings, exercises and demos, with experts and trainees present.
EDEN store autonomous mobile communications (Astrium)
EDEN Mobile Seamless ground and space based mobile communications between users, and between the
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Communication
System

users and the STORE.
Completely secured and autonomous (space back up in case of disruption) mobile system
smartphones based

SPHYNX

Live Incident commander tool to support decision-making processes in the field and to provide
added- value through a combination of real- time and context-specific data with CBRNE-
specific information

CBRNemob

helps First Responders in the field when responding to CBRNE-related incidents through
mobile access to relevant information

SIMGE

Crisis Information Management System (SIMGE): existing system intended to manage whatever
kind of emergency, including CBRN threats which is planned to be enhanced to provide W&R,

Multi-task CBRN mobile decontamination platform ESCORPIO 100

SICMA

( “ Si muofCrisisiMam a g e nteot) (S3I) Decision Support Tool- suite for support of the
Health Services engaged in the management of CBRNE emergencies (preparedness and
response phases

TRAIDE

Capability decision environment to enable capabilities to be analysed, assessed and
managed. providing a range of outputs of capability analyses in formats appropriate to the full
spectrum of stakeholders, from engineers through to capability leaders

DARIUS

Unmanned Search and Rescue ground and command station. To be enhanced to provide
CBRN situational awareness

Food crisis management System for the proper management of food crisis situations that
covers relevant issues such as risk assessment, product recall, communication

Major Event Security Tool: The Major Event Tool is a proven and deployed system of multiple
detectors, sensors and monitors. Allowing end user to employ legacy items within a protection
by detection system configuration

Hazard Management, Warning and Reporting Tool: allows the hazards posed by accidental or
deliberate releases plotted and visualised after being overlaid onto the release location

Remotely Operated Vehicle (ROV)

Mobile Lightweight CBRN Analysis Laboratory

Software for modelling consequences of explosion overpressure on buildings

Software for task modelling, planning and analysis (INERIS's OSQAR)

DARIUS Unmanned Search and Rescue system

Surface Contamination Monitoring Tool For evaluating the effectiveness of any chemical
decontamination process on a fixed installation where porous building material like concrete
have been used

SINTAC

SINTAC dangerous waste processing service

AWAS

AWAS mass decontamination, vehicle decontamination, mobile equipment, isolation rooms
and isolation stretchers.

FR Backbone

COPE First Responder equipment
To be enhanced to provide integration tool and backbone to connect first responder equipment

IF REACT

CBRN first responder equipment

Virtualization mechanism to let a user access tools and toolboxes without the need of installing
them locally. This will avoid many integration issues and it will allow the use of a cross-
platform HMI to run applications, for instance running a tool developed for Windows 7 from an
iPad installing once a lightweight client

WP80 will provide the relevant tools to the EDEN Store, for integration with other tools
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Table 10: Toolbox Tools

Tool Acronym

Main capability input to EDEN ToT

PRACTICE

CBRN crisis management toolbox

D BOX

D BOX: humanitarian demining toolbox

Catalogue/ index of
tools with tool

Help tool for selection of tools/toolboxes building tool and for EDEN Store, Validation of tools,
Quality check of tools

attributes
CEBOX Situation (event) real time assessment for defining an emergency response and for selecting
[Chemical methodologies and tools for agents detection, sampling and analysis, identification, individual

emergency box]

and collective suitable equipment definition, decontamination of bodies and infrastructures...
Event — Real time expertise

Table 11: EDEN Store Tools

Tool Acronym

Main capability input to EDEN ToT

Resilience Matrix

Resilience matrix: tool to help users identify where weaknesses exist in suites of tools, using
the Resilience Matrix approach. (CBRN)

Resilience Matrix and
Prediction tool from
WP7

Evaluation tool for EDEN

TRAIDE/DIM

TRAIDE which is a capability decision environment tool or DIM methodology and tool to assess
and optimise the trade-offs between training, equipment, personnel, infrastructure, doctrine,
organisation, information and logistics (TEPIDOIL) for systems, and systems — adapted for
CBRNE environments

Catalogue/ index of
tools with tool
attributes

Help tool for toolbox building tool and for EDEN Store, Validation of tools, Quality check of tools
CBRNE, all phases, software

Geo/GIS data
exchange tool

Conversion of geo-referenced data CBRNE, all phases, software

CBRNE expert

Identifies experts, links (teams of) experts to end users, provides costs

accessand “ r ent

tool

VO V0 including simulated tools plugging capability and the Vo training kit from WP35

V1 V1 including simulated tools and existing adapted tools ,plugging capability, manuals and the V1
training kit from WP35

V2 V2 final demo and delivery platform with the final manuals and training kit
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