6o Newsletter

EDEN: THE LARGEST
COLLABORATIVE
EUROPEAN PROJECT
AGAINST CBRNE EVENTS

1st of September 2013 marked the start of
the 3-year European project EDEN, which is
characterized by a highly innovative approach
to develop CBRNE research activities in the EU,
linking end-users, researchers and industrial
experts. The focal points of the project are three
large-scale Demonstration actions scheduled
at the end of the research activities to validate
the solutions sought in EDEN project climaxing
in the EDEN (Trade) Fair in Brussels at the end of
the project.
The project demonstration outputs will aim
to allow capabilities to be shared among
multi-national CBRNE stakeholders, which
is paramount in cross-border incident
management and over time will allow for a
build-up of common capability across European
boundaries.
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EDEN

Introduction: why a food demonstration?
Critical infrastructure, like the food supply chain,
is at risk of malicious attacks which includes terrorism. The impact of a terror attack on the food chain
would be considerable for society. Deliberate food
contamination has enormous economic implications, irrespective of whether it affects public health
or not. The motivations for such an attack can vary,
from a wish to spread fear in society to causing economic disruption to a food company. There is potential to impact the integrity of the food supply chain at
several levels, using direct or indirect methods. The
food supply chain can be targeted throughout the
production process from primary production, production lines and processing plants, to distribution,
warehouse and retail nodes. Thankfully, deliberate
contamination of our food chain is a very rare event.
However, the potential consequences of a deliberate
attack can be disproportionately large, both from a
public health- as well as an economic perspective. In
order to prevent and mitigate such threats, the food
supply chain and related infrastructure need to be
assessed, as is done with other critical societal infrastructures.

The EDEN project, End-User Driven Demo for CBRNe,
is a large EU FP7 project in the field of security. One
of the work packages within this project considers
potential Chemical-Biological incidents in the food
chain. EDEN is the first major European project that
deals with preventing and responding to deliberate
contamination in the food supply chain by deploying novel tools to prevent and mitigate food attacks
at the manufacturing level. One of the aims of EDEN
is to shorten the time for response after an event.
EDEN also hopes to increase food chain resilience
with the development of affordable and rapid detection tools. End-users were asked to identify gaps
and needs in prevention, preparedness, response
and recovery for CBRNe incidents in the food chain.
Scenarios were developed based on exploring these
gaps further and novel tools have been developed
to meet some of these gaps. EDEN tested the current potential to detect deliberate food contamination using food safety testing methods. It was found
that food safety methods were unable to detect food
products with novel contaminants, thus highlighting the need to expand current food safety methods
by including food defence methods and tools.

Demonstration’s description

Two food demonstrations are therefore planned in
Italy and Spain, to represent to different food sectors with different production conditions. The aim
of these demonstrations is to show how the EDEN
store, with its deployed tools, can help prevent, mitigate and recover from a deliberate contamination
event in a food manufacturing plant. The contamination scenarios will be played and new and adapted
tools will be deployed at the food plants to demonstrate early detection, prevention and reaction possibilities. A large number of external observers, such as
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food safety authorities and industry representatives,
have been invited to participate, in addition to EDEN
participants.
The food demonstrations will provide simulations
based on real risks. Two different food chains have
been chosen for demonstration purposes and the
scenarios to be demonstrated include both biological and chemical contamination events.

Simulated scenario for Biological risks:
Food production facilities are affected by two different biological attacks at two different points in the
production process. The attack is carried out by a disloyal employee with authorised access to vulnerable
points in the food production process. The resulting
contaminated food products are distributed across
Europe causing a disease outbreak in multiple countries.

Simulated scenario for Chemical risks:
Food production facilities are affected by two different chemical attacks at two different production facilities. These attacks are carried out by an unauthorized person who gains access to the storage areas for
raw ingredients as well as the warehouse with products ready for distribution. The resulting contaminated food products are distributed across Europe
causing a disease outbreak in multiple countries.

The Biological and Chemical food demonstrations, will be performed in Italy and in Spain, each
using a “2 day format”. The demonstration in Italy
will have a particular focus on the packed meat industry whilst the demonstration in Spain will focus
on dry goods.

Day 1: Briefing and exhibition sessions

Day 2: Demonstration on the field and
debriefing

During the Briefing session the feasibility of a potential Biological and Chemical attack in an industrial
food facility will be illustrated. The EDEN tools which
can be used to respond to - and mitigate - the effects
of the attack will be presented and participants will
be able interact with the tool suppliers.
The Exhibition session will demonstrate the possibility of improving food industry capacity to prevent a
food chain attack (table-top exercise, non-deployable systems; stand-alone tools, detection tools, traceability tools). The tools involved in these sessions
will only be loosely linked to the scenarios, and are
demonstrated to highlight potential improvements
to food defence capabilities for the European food
industry.

Demonstration sessions will be performed “live” at the
food production facilities. Selected EDEN tools capable of showing improvements in prevention, preparedness, response and recovery from an attack on the
food chain will be demonstrated:
- Prevention: identifying potential vulnerabilities in
the food chain, and tools that can address these
such as access control
- Preparedness: verify the absence of contamination in real ingredients, raw materials, food stuff,
real food products; improving product recall capabilities
- Response: verify the possibility to monitor the
food production process in order to avoid or reduce the effects of a second similar attack; investigation into the contamination event (tracing
ingredients, forensic analysis, identification of
contaminant and point of contamination)
- Recovery: identify contaminated working surfaces area and demonstrate cleaning efficacy
The de-briefing session will focus on tool evaluation
as well as providing participant feedback for further
improvements to the demonstration experience.

The Biological and Chemical food demonstration’s schema

Dates and venues:
1) 14th and 15th April 2016 - Italy
2) 10th and 11th May 2016 - Spain
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Tools involved in the food demonstrations (Italy & Spain)
The following tools have been selected for demonstration:

Tool provider name
Selex ES (IT)

Tool Name
FOCHADE security
FOCHADE integration
Nexsense

VTT- Teknologian Tutkimuskeskus (FI)

Q-PCR
Direct marking
INTACT

SICPA SA (CH)

TEL
Track and Trace system
PAD

Croma Security Solution CCTV intelligent
Group (UK)
video analytic
Finger vein
LDI Innovation (EE)

BC-probe

SFS-probe
AINIA (SP)

ENOSE
HSI
NIRS
TACCP
TIS

Antares (IT)

Security camera

Bertin Technologies (FR) Coriolis Recon tool

www.eden-security-fp7.eu

Brief Description
Monitor & Control system to support the food
chain operators in protecting food product from
Biological and Chemical attacks
Integration of tools able to collect and storage
alerts from tools located in different food production areas
Detection tool for identification and monitoring
capabilities of Chemical threat agents
Protocol of polymerase chain reaction of DNA
Inkjet printing of edible inks for making 2D bar
codes
Tamper evident visible indicator to assure the integrity of the food packaging
Tamper evident seals and marks to assure the integrity of the food packaging
Traceability platform for secure track&trace of industrial products and events management
Portable Near Infrared Fourier Transform Spectrometer able to detect chemical contaminations
CCTV for control of suspected behaviours
Biometric authentication system for the identity
management based on images of human finger
vein pattern
Optical non-contact sensor for monitoring of
physic-chemical characteristics of food products
and rapid detection of Biological and Chemical
threats
Handheld portable fluorescent analyzer for rapid detection and identification of Biological and
Chemical threat agents
Chromatographic separation + surface acoustic
wave detection for measurement of volatile compounds in gas
Hyperspectral imaging equipment for spatial distribution and Chemical threats identification
NIR spectroscopy equipment for measurement
Chemical threats
Protocol based on the HACCP methodology for
threat assessment and vulnerabilities identification along the food production chain
Facilitate software services to improve reaction
and collaboration against BC threats
Camera designed to monitor the workers, during
their working time, with zero impact on their privacy
Portable air sampler for indoor and outdoor air
bio-contamination

Tool provider name

Tool Name

University Catholique de LFL
Louvain (BE)
Ldiamon AS (EE)
Diaflow

Brief Description
Lightweight, mobile, autonomous analytical field
laboratory for Biological threats assessment

Microfluidic Chipshop
(DE)
Nartest Ltd (EE)

Food Analyser

Indra Sistema (SP)

AREVE

TEKEVER (PT)

SNIFFER tools

NTX2000

Fluorescence sensor for rapid detection of Biological threats
Device for detection of Biological threats in food
and beverages based on DNA analysis
Analytic tool based on Spectral Fluorescence Signature (SFS) method
Mobile laboratory suitable for onsite analysis of
Chemical threats
A sensor network tool for detection of Chemical
and Biological threat agents (participation to be
confirmed)

Information about the project and Platforms can be followed through a dedicated website at
http://www.eden-security-fp7.eu/
Coordinator Contact Point: Clive Goodchild clive.goodchild@baesystems.com
Technical Manager: Patrick Sittaramane patrick.sittaramane@astrium.eads.net:
Dissemination Manager: Aneta Michałkiewicz aneta.michalkiewicz@astripolska.pl
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